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In Retrospect: The Second Lebanon War

Ehud Olmert

The processes that led to the Second Lebanon War and the events that took
place during the war are analyzed six years after the war. The starting point
for the analysis is the withdrawal from Lebanon in 2000, which, according to
the analysis, was justified. However, from a broad perspective, it is evident
that the overall processes since the withdrawal led to strategic choices that
resulted in the IDF’s reduced operational preparedness. The article examines
the decision making processes near the start of and during the course of
the war through a review of the IDF’s main operational activity during the
war. In addition, it describes the political moves during the fighting and at
its conclusion. Finally, there is an analysis of the campaign’s achievements
and the main lessons derived from it.

Keywords: Second Lebanon War, Lebanon, IDF, strategy, Hizbollah

It is an overstatement to call the military effort undertaken by Israel in
Lebanon during the summer of 2006 a “war.” The events known today as
the Second Lebanon War did not actually begin on July 12, 2006; they began
on the day the State of Israel decided to adopt a policy of containment in
response to the kidnapping and killing of its three soldiers in 2000 —when
it threatened to make the ground shake in Lebanon but then did nothing.
In fact, the Second Lebanon War began when Israel lost its deterrent
capability; when it failed to act, explicitly contradicting its commitment
to do so; when it decided to accept a situation in which the other side
chose the timing, the scope, and the manner in which to drag Israel into
a situation where it was forced to react rather than dictate. This was the
state of affairs for six years after October 2000.

Ehud Olmert was the Prime Minister of Israel during the Second Lebanon
War. This essay is based on his lecture “The Second Lebanon War: The Test of
Time,"delivered at the INSS conference “The Lebanon Wars and Israel’s Security
Concept,"July 12,2012.
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This article will address only the military aspect of the campaign
in Lebanon in 2006, from a six-year perspective. Firstly, it should be
emphasized that the withdrawal from Lebanon in May 2000 was justified.
I differ on this matter with my friend Effi Eitam — a great soldier, but one
who is happy with our presence in territories that are not part of the State
of Israel and do not contribute to its international legitimacy, although this
legitimacy is necessary and essential in order to realize Israel’s strategic
interests. This happiness is not part of my worldview and was not part
of it when I was Prime Minister. Thus, the decision to withdraw from
Lebanon was correct and justified, and although the manner in which we
departed may be questioned, it is beyond the scope of this discussion.
After withdrawing from Lebanon, for six years Israel closed its eyes to
the situation forced upon it on the northern border. Not only did it refrain
from responding to events and act, or fail to act, in direct contradiction to
threats issued by officials who set Israel’s policy goals; it also diverted the
vast majority of security operations and military preparations to combat
in another arena, with other tools and other methods, regardless of the
clearly predictable security and military needs that would ultimately be
imposed on us on the northern border.

The lack of operational preparedness as reflected in certain events
during the Second Lebanon War resulted from a deliberate strategic
preference — and it no longer matters who made this decision, nor will I
engage in accusations or assign responsibility. This strategic preference
was manifested by the IDF’s failure to prepare as necessary, in terms of
training and capabilities, to provide effective responses at the right time
and in the right context during the Second Lebanon War.

Even before January 2006, I was a member of the security cabinet and,
in that capacity, of the small team of ministers addressing the issue and
arena of Lebanon. Beginning in January 2006, the question of Lebanon
became an integral part of my agenda. To the best of my understanding
and knowledge, having also examined the archives, no measure taken
during the six years prior to 2006 compares to the measures taken during
the six months after January 8, 2006 — in terms of focused assessment of
the situation in Lebanon, the feasibility of operating there, and the need
to address the emerging situation. On that date, I held my first meeting
with a team of senior advisors, including then-Chief of Staff Lieut. Gen.
Dan Haloutz, in order to discuss what we could and should do, given the
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assessment that there was very little time before we would be challenged
in the north. According to the situation assessment, we were progressing
toward a conflict on the northern border, and the question was whether,
under the circumstances, we should continue the policy of containment
that had been in place for six years, or whether we should change this
policy, taking into account that doing so would drag us into a violent
conflict and state of friction with the opposing forces. Without exception,
the position of all those in the military leadership — from the Chief of Staff,
to the head of Military Intelligence, to the head of Military Intelligence’s
Research Division, and all other officials —was that we could not maintain
the policy of containment. This was also the view of the General Security
Services (GSS), the Mossad, and all the other advisors. The salient position,
including of the Chief of Staff, was that if we were attacked in the north
in accordance with Hizbollah’s regular pattern — that is, kidnapping of
soldiers and firing of rockets against towns on the northern border — and
we failed to respond, then Israel would suffer strategically very much,
worse even than if the regime in Syria changed unexpectedly. Then-head
of Military Intelligence (today the Director of the Institute for National
Security Studies) has said similar things, and when the Second Lebanon
War broke out, he stated that the kidnapping incident on the northern
border, which led to the war, was the result of a failure to address the
abduction of the soldiers on the same border in October 2000. In other
words, the position of the officials to whom we can listen and from whom
we can learn — those who have the information and who deal with the
issue of Lebanon on all levels and from all directions — was uniform: we
would have to operate according to an entirely different model from the
one applied during the six years after October 2000 and, in effect, since
we left Lebanon in May of that year.

I'too took the position that there was no option but to change the rules of
the game, and not only was there was no alternative but that it was nearly
certain this would happen. Accordingly, I instructed military officials to
take all precautions and prepare as best as possible to prevent a situation
in which we would have no choice but to respond more forcefully than
before under comparable circumstances, but of course to be ready to act if
such a situation in fact developed. I remember my warning — one of many
—in one of the preliminary discussions, when I said, “In the end, from one
person’s blunder, Israel is entering a strategic tailspin.”
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On the day in June 2006 of Gilad Shalit’s abduction on the southern
border and in the days that the followed, we held a series of discussions
in which the salient question was not what happened at that border,
rather, whatis expected to happen on the northern border. The army was
requested and explicitly instructed by the political leadership (by me and
by the Defense Minister, whose actions were responsible, restrained,
level-headed, measured, and impressive) to be on the highest level of
alert along the northern border to prevent the possibility that the blunder
I mentioned would occur: a kidnapping that would lead to events such
as those that ultimately did transpire. I remember that we were curious
about whether the model of a tunnel, as it existed in Gaza, was possible
on the northern border, and the answer from defense officials was that
the possibility always existed, but the likelihood was very low. In the end,
the event that took place in July 2006 on the northern border was not the
result of an operation using the tunnel model, but the classic model that
Hizbollah has used throughout the years. Unfortunately, we fell into this
trap, in spite of the orders to be on high alert to prevent precisely such an
incident. To a certain extent, the events that led to the outbreak of the war
may be attributed to a failure to carry out the order conveyed through the
military high command, in accordance with a directive from the political
leadership, to make every effort to avoid a particular situation that would
lead to an inevitable development. This order stemmed from our rational
and agreed assessment that if such a situation emerged, we must change
our manner of response, meaning that we had no intention of continuing
the policy of containment.

One of the arguments  have heard in retrospect from various individuals
—in contrast to what they said at the time — is that when the kidnapping
on the northern border took place, we should have taken time out in order
to consider our response. In fact, during the six months preceding the
kidnapping, we had been thinking about what to do if such an incident
took place. There is no need to elaborate on what we all well know — that if
one does not respond when the provocation occurs, one loses legitimacy.
Legitimacy for the type of operation that can be launched close to the time
of the provocation is lost within two to three days.

Some of those officials from the period of the Second Lebanon War
subsequently changed jobs but remained within decision making bodies.
At that time we had to prepare a possible response to the missile fire from
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the Gaza Strip. It was clear even then that a response — which ultimately
emerged as “Operation Cast Lead” — was only a matter of time, and we
would have no choice but to act because we could not continue to live
with constant, daily containment of missile fire against Ashkelon and
the communities, kibbutzim, and development towns in the south,
especially when this fire could reach Ashdod and Beersheba as well. The
question, therefore, was when to respond. The answer was as soon as the
first missile strikes Ashdod we must start to act. I recall that during this
discussion, I pounded hard on the table and responded to these comments
by pointing out that we had waited several years to hear this, and from the
very same people who had said on the eve of the Second Lebanon War
that we should take a time out, as if the other side were giving us such a
time out for thinking! Indeed, sometimes the way one views a course of
action changes, especially when one sees things from a different place and
adifferentangle. In any case, during countless deliberations we discussed
the possible model of response in the event that what did actually happen
were to happen on the northern border, so that we would not need to take
the time out in order to consider how to proceed.

One of the first pieces of advice, or more accurately, the first positions
presented to me by the military leadership about responding to an
incident on the Lebanese border — and in this regard, it is clear that the
military leadership is ultimately included in the positions expressed by the
Chief of Staff —was not to draw a distinction between Hizbollah and the
Lebanese state, but to regard the Lebanese state as a target for response
and, therefore, to strike its national infrastructures by means of a quick,
destructive, and very short operation. My main disagreement with the
Chief of Staff was on this issue, and it remains so to this day. I believe
that then-Chief of Staff Dan Haloutz maintains the same position on this
issue even today. In his book, he explained and elaborated on his stance,
but even after following his explanation I did not agree with him, nor do
I agree with him today. This is a good example of the gap between the
positions of the operational military leadership and those of the political
leadership. Naturally, under the circumstances, the latter has a broader
picture of the world. Although I do believe that Lieut. Gen. Haloutz’s world
view is very broad and comprehensive, by virtue of his position as Chief
of Staff, and under the circumstances at the time, his perspective has been
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limited to what appears to him to be critical at that moment, while the
political leadership must see the bigger picture.

One of the most important elements that must be understood —and I
say this not only in retrospect about the Second Lebanon War, but also to
invite thinking about what some people want to see happen in the future
—1is that Israel is a strong country with tremendous power. We have tools
that few states have. We have capabilities that few countries in the world
have. However, we cannot take action unless we also establish a broad
foundation of international legitimacy. Anyone who thinks that we can
act without international legitimacy has a faulty perception of reality and
understanding of Israel’s status, position, and relationships. One source
of satisfaction in relation to the Second Lebanon War is that although our
military action included heavy shelling and bombardment —which inflicted
pain and loss and affected the way of life of civilian populations on a huge
scale, causing some one million people in Lebanon to leave their homes
and go north — the international community stood behind us. This support
did not emerge by chance. It was created because we knew how to secure
international legitimacy, which gave us the backing to carry out our action.

Whatwould have happened had we attacked Lebanon’s infrastructures
at a time when the Western world, first and foremost the United States
and Europe, believed that there was a chance of cooperating with the
Siniora-Hariri government in a way that would change the situation, and
demonstrated true concern for it and for its future? It is very possible that
the war would have ended within forty-eight hours and Hizbollah would
have continued to fire missiles, harass the northern border, and disrupt
the way of life of the entire population in Israel’s north. In my opinion, the
decision we made not to attack Lebanon’s infrastructures was correct and
responsible. It reduced —although it did not eliminate — the possibility that
the entire population of Lebanon, including its Christians, would become
Israel’s mortal enemies forever because we had equated all of them with
Hizbollah. Bombing Lebanon’s infrastructures would have been a mistake,
and I am happy we were not dragged into such action.

Another issue that should be addressed is the question of a ground
operation deep into Lebanese territory. On this matter, my position and that
of the Chief of Staff were identical from the outset, and Defense Minister
Amir Peretz, whose actions during this war justified my confidence in
him, agreed with us. Our position was that we were not interested in a
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ground penetration deep into Lebanon because we realized that the days
of entering and occupying territory with ground forces for the sake of
deterrence or prevention of harm to the population are past. I say this as
a person who over the years, even before I served as Prime Minister and
certainly during my term in office, developed a more balanced perspective
toward the possibilities, the needs, and the preferences of a country on
Israel’s scale. If you do not understand this point, you do not understand a
very fundamental component of our ability to conduct Israel’s military and
defense affairs in a way that is balanced, responsible, cautious, and smart.
Nevertheless, I should note —and I am in full agreement with Lieut. Gen.
Haloutz’s angry remarks in defending himself when he was attacked for
allegedly telling the cabinet that we should rely solely on airpower — that
during a July 12 cabinet meeting, when the Chief of Staff was asked what
would be considered a victory in the process recommended by the army,
whichin turnIrecommended that the cabinet adopt, he answered: “There
will be no knockout here. .. If anyone expects that they will raise white flags
and we’ll end the war that way, thatisn’t going to happen.” What the Chief
of Staff said, which I also thought was correct, is that we must create such
military pressure that ultimately, in as short a process as possible, it leads
tointernational intervention, thereby altering the situation existing on the
Lebanese border since 2000 and achieving the goals adopted by the cabinet
and issued in a public announcement following the meeting on July 12.
There was one objective that we did not achieve, which we knew in
advance we would not achieve, having discussed it as well in the cabinet
meeting. We announced, inter alia, that we were working to bring about the
release of the two kidnapped soldiers. We did not say they were murdered,
although even then we had almost no doubt that they had been. In case
there was evena 1 percent chance they were alive, we did not want to raise
the possibility of Hizbollah murdering them lest it then turn this possibility
into fact. Furthermore, we concluded at the cabinet meeting that there was
no chance of rescuing the soldiers in a military operation. Nevertheless,
the government could not announce its objectives in launching such
an operation without mentioning the two kidnapped soldiers. It cannot
bring about an international operation placing pressure on all actors in
Lebanon, without itself declaring that the liberation of the soldiers is an
objective. The fact that this declared goal was not achieved is sometimes
brandished against the government. I am amazed when I see people
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writing, responding, and arguing about matters that were published and
are publicly known, but because they do not conveniently fit into a thesis
or a conception, they are ignored. Accordingly, I would like to reiterate
the following point: sometimes objectives are announced because they
are part of the relevant context of a struggle that combines military action,
diplomatic moves, and explanations, even though it is known in advance
that they are not likely to be achieved.

The main undertaking during the first phase of the campaign was the
aerial effort, which resulted in remarkable achievements. It infuriates me to
hear certain people say that the Israel Air Force and the Chief of Staff think
that “everything is the air force.” To this I reply that in the future battlefield
those in charge of all the military systems will fall under the air command of
the State of Israel, and their role, their weight, and their scope will exceed all
the other elements. The entrenched, conventional, and dogmatic approach
regards war as entailing a thousand tanks bursting forth across enemy
lines — because once it was customarily believed that war must be shifted
to the enemy’s territory — then conquering it and seizing control over it,
and therefore, according to this view, only an infantryman knows how to
wage war. This approachis valid only for a ground battle. The best man will
know how best to synchronize the various components of a modern war
in the future battlefield. Such a person can be in either the ground forces
or the air force, and on this matter, neither one is better than the other.

Asnoted, the first operation of the Lebanon campaign in 2006 achieved
great success — striking targets selected by the army, using mainly aerial
capabilities and other precision weapons in our possession, which were
operated wisely, diligently, resolutely, precisely, and unhesitatingly. This
opening operation deeply shocked and unnerved Hizbollah officials.

The second effort we sought to undertake was on the ground. It was on
the first Saturday night of the war. We flew to the Northern Command, and
I personally instructed the OC Northern Command to “clear” the territory
up to a depth of three kilometers from the border. This meant that we
would not enter Lebanon — not reach the Litani River, not reach the Awali
River, and certainly not north of that. One of the IDF generals on whose
abilities, talents, and achievements there is general agreement, told me
two years later that he thought, as did the Chief of Staff and I, that had
we decided then to enter deep into Lebanese territory we would have still
been fighting there. The desire to enter territories where there is no need to
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be is a drive that should be restrained, and in fact, we did enter the battle
in Lebanon with restraint in this regard. The decision to clear an area of
three kilometers stemmed from the desire to prevent a daily threat from
light weapons, which could have made the life of those living along the
border impossible. Once they cannot be threatened with such weapons,
the security situation improves, and soldiers patrolling the border cannot
be abducted. This was the optimal ground objective, and no more.

It turned out that a considerable number of the failures in the use of
forces in Lebanon were within limited range and were not a result of an
extensive, large scale, dramatic military ground operation. These were
tactical failures that require us to learn lessons and draw conclusions. In
fact, an enormous effort was made in this regard after the war. However,
these failures do not overshadow the significant achievements of the
overall effort in the Lebanon campaign, which resulted from the correct
combination of the military effort and the political effort.

As mentioned, we sought international legitimacy for the operation
in Lebanon. Not only did we receive it, but we were not pressured, even
by the Americans. I cannotrecall when or whether any defensive military
operation along these lines in Israel’s history resulted in less pressure
from any international player, especially the most important player in our
view, the US government. Moreover, despite the rumors and published
reports, I did not speak with President Bush during the war even once.
The only conversation we had was on the Friday on which the Security
Council passed a ceasefire resolution. Prior to that, we had reached a final
agreement on the draft resolution through phone calls with the president’s
National Security Advisor and his Secretary of Defense, and we went over
every word and every comma. Only later, long after midnight, did President
Bush call me, saying he had not wanted to call earlier because he realized
that [ needed the time to do as I saw fit. It is no trivial matter to hear such
things in the context of a relationship with the country mostimportant for
our security and our existence.

We did not intend and we did not wish to extend the ground operation
in Lebanon beyond the narrow sector that we considered important for
achieving our goals — very significant goals from the perspective of the
civilian population in the north of the country. In addition, we conducted
military maneuvers that created the pressure that ultimately led to activity
by the international community. This activity enabled us to achieve the

-
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goal of placing an international military force in southern Lebanon, which
significantly changed the security situation that had existed there for six
years. All the conditions for achieving this objective emerged after two
and a half weeks of fighting, a very reasonable amount of time according
to all those involved.

On July 29, 2006, in a conversation in my home with the US Secretary
of State, we agreed on the details and drafted a resolution to be put to a
vote in the UN Security Council three days later, after she had presented
it to Lebanese Prime Minister Siniora and the draft was finalized. Then, as
sometimes happens, an incident occurred: the IDF shelled a multi-story
building in Kafr Qana in southern Lebanon. As a result of this incident,
Lebanon presented a dramatic picture of a terrible disaster in which one
hundred civilians were killed, mostly women and children. The Lebanese
reaction created a strong impression in world public opinion, to the point
that for the first time since the start of the campaign we thought we had to
defend ourselves against it. Given the situation, the President of Lebanon
also asked the US Secretary of State not to come to Lebanon. Thus, the
timetable that would have allowed us to end the fighting two and a half
weeks earlier thanitactually ended was disrupted. This was a turning point
thatin turn disrupted the overall course of events. Eventually we realized,
as did the Americans, that we had to find a way to enable the resolution to
be passed in the Security Council and, to this end, to secure the consent of
the Lebanese sovereign, i.e., the government of Lebanon, to the stationing
of international military forces in southern Lebanon. We found a way to do
this, and the United States resumed negotiations with all those concerned.

Thus we advanced toward Wednesday, August 9, the day on which the
political- security cabinet met. The issues on the agenda were, on the one
hand, the possibility of implementing the proposal that was intended to
provide a long term solution to the security situation in southern Lebanon,
and on the other, the possibility that passage of the resolution would be
delayed and that further debates and discussions would be needed before it
was finalized. During that cabinet meeting, Iwas surprised by a telephone
call from the US Secretary of State, who asked to speak with me directly.
I'assumed that she wanted to influence the cabinet discussion, especially
in light of the rumors that had begun circulating among the public and in
the international media to the effect that Israel was planning a large scale
ground campaign in southern Lebanon. Instead, Condoleeza Rice told me
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explicitly that the United States accepted Israel’s position and would do
what was necessary to bring about the stationing of a NATO intervention
force with 12,000 soldiers in southern Lebanon, and that it would present
adraft resolution on the matter to the Security Council that evening or the
next day. After this conversation, the cabinet decided to authorize me and
the Defense Minister to decide whether or not to engage in a more extensive
operation in Lebanon, of course taking into account developments related
to the Security Council resolution.

On that occasion and on others as well, the Americans asked us how
much time we would need to bring hostilities to an end once the Security
Council resolution was passed. Israel’s answer then was ninety-six hours.
This answer was based on experience and on the understanding that we
could not know in advance whether passage of the Security Council
resolution would coincide with an optimal situation with respect to the
troops on the ground or whether we would need more time to improve
it. It was also unclear whether the other side would accept the resolution
and cease fighting.

While at that stage the IDF wanted to enter into a ground operation
in Lebanon, we in the government saw this operation only as a means of
applying pressure, not as a strategic shift toward territorial occupation. By
increasing the pressure, we intended to lead the international community
toadopt aresolution that we expected would yield the results necessary for
achievement of the objectives we had set for the war. At that point, the Chief
of Staff told me that soldiers had been deployed on the ground and that
there were division commanders pressing to enter Lebanon. I spoke with
the commanders, I explained my position to them, and I added that I was
proud of the soldiers and commanders who wanted to enter Lebanon, but
that the political leadership has a broader view, which includes additional
considerations that it must weigh, and it is the leadership that will decide
if and when to act.

It is important to understand that entering Lebanon requires several
hours of mobilization. Thus, to do so when darkness falls on Thursday
requires making a decision at noon or in the early afternoon on that day.
But it was not possible to make such a decision because passage of the
Security Council resolution was on the agenda for that same night, and
we had reached understandings with representatives of the Secretary of
State, almost to the last detail. Late in the hours between Thursday and

-
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Friday, a message arrived from a very senior US government official,
conveyed to us by our UN ambassador, Dan Gillerman. The message said
that a completely different resolution, initiated and drafted by France,
was going to be presented to the Security Council, and that the United
States was unable to withstand the pressure applied by France. When
we examined the sequence of events, we reached the conclusion that the
only way we could alter their course was to have the more extensive IDF
action in Lebanon appear to be factually underway, thereby exerting the
necessary pressure on the actors in the international arena. The attempts
we made on Friday morning to contact someone from the American team
were in vain; they were all asleep at that hour (10 A.M. in Israel and 3 A.M.
on the East Coast in the United States), and of course, we could not wake
the Secretary of State or the President. Therefore, everything ultimately
came down to a point in time in which, if we had postponed the decision
on expanding the operation, there might very well have been insufficient
pressure to pass the resolution in the form that we had been discussing
all along with the United States. This could have resulted in a different
resolution being passed that was contrary to our interests, which we would
not have been able to accept and would have had to oppose. These are the
circumstances thatled to the operation that comprised the final forty-eight
hours of the war.

The Chief of Staff of that time would testify that the IDF received
approval to begin the ground effort only, and that the first question he was
asked was how many hours he needed in order to terminate the operation
once hereceived the order to do so. The Chief of Staff replied that he would
need from eight to nine hours. These facts indicate that here too, from
the outset, there was no intention to change strategy, but only to create
the conditions that would lead the international community to finalize a
Security Council resolution along the lines we considered appropriate.

When morning arrived, we managed to reach the US Secretary of State,
the National Security Advisor, and President Bush at his ranch in Texas. In
a conversation with the National Security Advisor, it became apparent that
there had been a misunderstanding and that the French draft resolution
was not the correct draft. We began once again to review the wording of the
original resolution, and we reached agreement on a new version that was
slightly less precise than the agreement we had had before the incident in
Kafr Qana on July 29, but that still accorded with the basic parameters we
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sought. As a result, it was decided, in coordination between me and the
Secretary of State and the UN Secretary General, that the resolution would
enter into force within sixty hours — the length of time the IDF had told
us it would need between passage of the resolution and implementation
of a ceasefire.

Looking back after six years at the results of the Second Lebanon War,
we see first grade children in Kiryat Shmona who have never sat in bomb
shelters. Before 2006, northern Israel had not known such quiet, even
among the parents of that generation’s soldiers. During the preceding
decades, residents of the north had spent much time in shelters. There is
no doubt that the effort we invested in Lebanon in the summer of 2006,
which was restrained relative to the demands or expectations some people
had of placing IDF troops in all sectors on a large scale, created a state of
deterrence that had never before existed along the Lebanese border, with
the possible exception of the years preceding the Six Day War. I do not
accept the argument that the Second Lebanon War generated a state of
mutual deterrence. Since then, we have undertaken whatever action we
wanted in the northern arena without being even momentarily deterred by
the possibility that matters would escalate to a point where Hizbollah was
firing on us. Hizbollah’s supposedly highly resourceful leader, who is still
living in his bunker, testified to this when he stated that had he known we
would respond in such a way to our soldiers” abduction on the northern
border, he would not have acted as he did.

The media lost its sense of proportion and, alongside political figures
with vested interests, sought to prove that Israel had failed in the Second
Lebanon War. These claims encouraged Hizbollah’s leaders to ask why,
if the Israelis themselves admit defeat, they should believe otherwise.
Nevertheless, they have not ceased to fear the long arm of the State of
Israel, and in the six years that have elapsed since the war, they have not
taken action against us. When rockets were fired from Lebanese territory
on three occasions — and we know with certainty that whoever fired
them has no connection to Hizbollah — the instinctive response from the
organization’s leadership was to make sure we were informed that they
were not responsible, in the hope Israel would not strike back at them.
Accordingly, it is safe to conclude we succeeded in creating a strong state
of deterrence as a result of the Second Lebanon War.
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Anyone who thinks Hizbollah will never use its stockpiles of weapons,
including missiles, and will not fire from the north, or will not fire on Israel
from the south or from Syrian territory, who claims Israel can do whatever
it wishes, including occupying territories, and that all of those around us
will sit quietly without responding, is mistaken and is misleading others.
The arena around us will not be quiet forever, especially if we attempt to
change the equation through operations that are outside the usual range
of expectations. In this context, it should be emphasized that our enemies’
ability to influence our way of life in Israel will be judged not in the number
of missiles they have but in their desire to make use of them. This is where
our deterrent capability serves us.

As for Syria, even if the Syrian President’s days in office are numbered,
we must remember that since 1974, as a rule there has been quiet along
our border with Syria, and neither the government of Hafez al-Assad nor
that of Bashar al-Assad changed this situation, even when events unfurled
touching upon us and the Syrians: during the Second Lebanon War, when
Syria did not respond, and afterwards as well, when Imad Mughniyeh,
Hizbollah’s special operations chief, was killed in Damascus. The Syrians
believed they knew who was responsible, yet they have not responded.
Furthermore, they know of other operations that have not been revealed
in the media, and they have not responded to those either. The reason for
this is the deterrence we created!

Itwould be wrong to claim the Second Lebanon War did not include any
errors or failures. I would be the last to make such a ridiculous assertion.
Even the Chief of Staff said there were failures in carrying out military
operations and we were not fully prepared, although I was never told the
IDF was not capable of carrying out all the tasks required of it. In fact, the
opposite was the case. Indeed, there were failures in various operations
during the Second Lebanon War, such as in Bint Jbeil and Maroun al-Ras.
It is impossible to overlook these failures, and we have not ignored them.
We learned from the failures and drew the necessary conclusions. In this
context, we examined the origins of the disparagement that caused the
problems we encountered in Lebanon, and of the exclusive focus on the
war on terror, which disrupted the internal balance in the military.

In spite of the failures, during the Second Lebanon War, for the first time,
we conducted an integrated campaign, exceptional in its scope, intensity,
and success. We did this by means of what we can call a strategic staff,
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which combined all the responsible bodies — the IDF, the other security
agencies, the foreign policy bodies, and ultimately, the Prime Minister,
who is responsible for all these bodies together. This staff met every day,
together with the National Security Staff and all other relevant bodies,
and was headed by the Prime Minister’s Chief of Staff and his political
advisor. Military personnel received all the relevant information and
prepared working papers that suggested options and formulated proposals
for decision makers. This is one of the only points on which the Winograd
Commission understood things properly, as reflected in its praise for the
work of the strategic staff in its second report. In other words, despite
the claims there was no integration or coordination between military
operations and diplomatic activity, in fact, the commission’s second report
greatly praised this coordination, the scope and intensity of which were
unprecedented.

Many lessons were learned from the Second Lebanon War, including
about home front preparedness. The government that I headed adopted
the necessary changes indicated by those lessons, made the appropriate
decisions, and allocated the necessary resources in order to allow these
changes to take place. In addition, we drew the correct conclusions about
priorities in procuring weapons, which in our opinion are relevant to the
type of threat that will confront us in the future.

The future battlefield will be within cities, not along a line hundreds
of kilometers from our homes. Anyone who thinks that in order to better
protect Israel’s security we must conquer another thirty kilometers
eastward or northward is making an ignorant assumption that our enemies
will not be able to develop or acquire a rocket reaching Israeli population
centers, irrespective of the depth of our presence within enemy territory.
We must build our capabilities not in order to conquer territories, but to
create deterrence by using special offensive tools that are relevant to the
current types of threat while working within the boundaries of international
legitimacy, which as noted, is a crucial element of Israel’s security structure.
If we know how to create deterrence correctly, to allocate resources
appropriately, and not to waste billions for purposes that are ostensibly
strategic but in fact constitute a complete waste of funds that could have
been spent on Israel’s critical needs, we will achieve our objectives.

The government that I had the privilege of heading made no less of
an effort than other governments to reach peace settlements with the
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Palestinians and with Syria, two endeavors that were both correct and
justified, in their time and their scope. At the same time, the government
I headed struck at those who threatened our security, with greater force
and determination than Israeli governments in the past thirty years. On
the basis of this experience, it may be asserted that what is required of us
is action that is more intelligent, more cautious, and more proportionate
regarding investment of the necessary resources in order to be generally
prepared for the threats we anticipate. These resources exist, but some
are wasted and some must be allocated to the address of other problems
related to strengthening Israeli society —education, welfare, and additional
issues not traditionally defined as security issues. We must continue to do
so, and in particular we must bear in mind —and this is my most important
point, onel often reiterate —we are a very strong state and we know how to
mobilize the international community for objectives we consider critical
for survival, especially those in the international community who support
us, who are committed to ensuring our needs, and who provide us with
tools crucial for our existence. We must continue on this path so as not to
separate ourselves from the international community, which is important
to the success of our struggle and to achievement of the goals we set for
ourselves.
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The spread of nuclear weapons in Asia threatens nuclear deterrence and
crisis stability in the region and offers unique challenges to United States
and allied security. The article contrasts two possible futures for nuclear
Asia: a relatively more constrained proliferation regime with tiered levels of
agreed deployment ceilings among states; and an unconstrained nuclear
arms race in Asia. Not only regional tensions, but also the overlap between
regional and global antagonisms and ambitions might upset nuclear
deterrence stability in Asia.
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The Obama administration has refocused its military-strategic priorities
towards Asia, as well as portions of the Middle East within geostrategic
reach of Asia. This refocus in US strategic planning and deploymentis not
only driven by China’s rise in economic and political influence, but also by
the growing risk of regional nuclear arms races that could lead to increased
political tensions, and in the worst scenario, the outbreak of a nuclear war.
The spread of nuclear weapons in Asia not only raises the likelihood of
wars between states with weapons of mass destruction, but also increases
the likelihood of nuclear handoffs to terrorists or other non-state actors
dissatisfied with the existing international order.! In addition, a nuclear
conflict between two large states in Asia, such as India and Pakistan, has
the potential to escalate into a wider regional war with potential global
consequences.’
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Asmilitary planners project toward the third decade of the twenty-first
century, the political context for current and future Asian nuclear arms
competition is clearly different from the political context that surrounded
US-Soviet Cold War rivalry. Therefore, disciplined conjecture about the
likelihood of deterrence, crisis, and arms race stability in a future nuclear
Asia is both timely and prudent.® The present study considers pertinent
policy challenges to nuclear strategic stability in Asia and analyzes some
options for more or less stable configurations of Asian nuclear weapons
states.

Nuclear Proliferation: Yes or No?
United States policy has supported the Nuclear Non-Proliferation Treaty
(NPT), requiring non-nuclear state signatories to the treaty to abjure the
option of nuclear weapons. Under the NPT regime, non-nuclear states have
the right to develop a complete nuclear fuel cycle for peaceful purposes, for
example, generating electricity. States adhering to the NPT are required to
make their facilities and infrastructure available for scheduled or challenge
inspections by the International Atomic Energy Agency (IAEA). The IAEA
has a mixed track record: depending on the cooperation or resistance of
the regime in question, inspectors have obtained accurate roadmaps of
countries’nuclear programs or they have been misled. InIraq, for example,
regular IAEA inspections prior to 1991 failed to detect the complete size
and character of Saddam Hussein’s efforts to develop nuclear weapons.
US intelligence has also performed erratically in ascertaining the
extent of WMD-related activity, including nuclear activity, in potential
proliferators. The CIA assured President Bush and his advisors that
the presence of large quantities of WMD in Iraq in 2003 was a foregone
conclusion, but no WMD were found by inspectors after the completion
of Operation Iraqi Freedom and the ousting of Hussein from power. The
CIA was apparently taken by surprise in 1998 by India and Pakistan’s
nearly simultaneous detonations of nuclear weapons, followed by
announcements in New Delhi and Islamabad that each was now an
acknowledged nuclear power. Inyet another instance, the US government
signed an agreement with North Korea in 1994, freezing North Korea’s
nuclear development programs, but in 2002 North Korea unexpectedly
denounced the agreement, admitted it had been cheating, and marched
progressively into the ranks of nuclear weapon states.



STEPHEN J. CIMBALA | NUCLEAR WEAPONS IN ASIA: PERILS AND PROSPECTS

The possibility of nuclear material or technology finding its way
into the hands of terrorists is a concern that provides further incentive
for containing the spread of nuclear weapons and delivery systems.
Reportedly, al-Qaeda has tried to obtain weapons-grade material (enriched
uranium and plutonium) and assistance in assembling both true nuclear
weapons and radiological bombs (conventional explosives that scatter
radioactive debris). Nuclear weapons are in a class of their own in terms
of mass destruction — a miniature nuclear weapon exploded in an urban
area has the potential to cause much more death and destruction than
either biological or chemical weapons similarly located.

Joining the concern over terrorists obtaining nuclear weapons
is disconcerting evidence of nuclear entrepreneurship resulting in
proliferation. The A. Q. Khan network, which comprised Pakistani
and other government officials, middlemen, and scientists, conducted
international commerce for several decades in nuclear technology and
know-how. Described as a “Walmart of nuclear proliferation,” the Khan
network apparently transferred nuclear material to North Korea, Libya,
and Iran, among other states.* States seeking a nuclear start-up can save
enormous amounts of time and money by turning to experts in and out
of government for help. Additionally, the knowledge of how to fabricate
nuclear weapons is no longer as esoteric as it was in the early days of the
atomic age.

Inresponse to 9/11 and to the possible failure of nuclear containment
in Asia and the Middle East, the George W. Bush administration sought
to reinforce traditional nonproliferation with an interest in preemptive
attack strategies and missile defenses. US superiority in long range
precision weapons made preemption technically feasible, provided the
appropriate targets had been identified. Bush policy guidance apparently
also permitted the possible use of nuclear weapons in preemptive attack
against hostile states close to acquiring their own nuclear arsenals.” While
missile defenses are further behind the technology power curve compared
to deep-strike attack capability, the first US national missile defense
(NMD) deployments took place in 2004, and the Obama administration
has embarked on an ambitious program for European-deployed land and
sea-based missile defenses called the European Phased Adaptive Approach
(EPAA).° Preemption strategies and defenses are controversial in their own
right.” For present purposes, however, they appear to be simply talismans
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of US government awareness and acknowledgment, as containment and
deterrence can no longer complete the anti-proliferation tool kit.

A Multipolar Nuclear World

Uncertainty about the rate of nuclear weapons proliferation in Asia in the
future is in contrast to the comparative stability of nuclear proliferation
during the Cold War,® when nuclear weapons spread from state to state
ata slower rate than even pessimists projected. In part this was due to the
bipolar character of the international system and the nuclear preeminence
of the Soviet Union and the United States over other contenders. Both
superpowers discouraged horizontal proliferation among other state
actors, even as they engaged in vertical proliferation by creating larger
and more technically advanced arsenals. In addition, the NPT and the
regime it established contributed to limit the rate of the spread of nuclear
weapons among states that might otherwise have gone nuclear.’

The end of the Cold War and the demise of the Soviet Union have moved
the zone of political uncertainty — and the interest in WMD and missiles
— eastward, across the Middle East, South Asia, and the Pacific basin."
North America and Western Europe, pacified or atleast debellicized by an
expanded NATO and a downsized Russia, regard nuclear weapons as dated
remnants of the age of mass destruction. The recent Revolution in Military
Affairs has created a new hierarchy of powers, based on the application
of knowledge and information to military art." Nuclear and other WMD
are, from the standpoint of the postmodern West, the military equivalent
of museum pieces, although still dangerous in the wrong hands.

In contrast, major states in Asia and in the Middle East within the range
of long range missiles based in Asia regard nuclear weapons and ballistic
missiles as potential trump cards. The appeal of nuclear weapons and
delivery systems for these states is at least threefold. First, they enable
“denial of access” strategies for foreign powers who might want to interfere
in regional issues. US military success in Afghanistan in 2001 and in
Iraq in 2003 only reinforced this rationale of access denial via WMD for
aspiring regional hegemons or nervous dictators. Second, nuclear weapons
might permit states to coerce others that lack countermeasures in the
form of deterrence. For instance, Israel’s nuclear weapons, not officially
acknowledged but widely known, suit Israel as a deterrent against offensive
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behavior by its surrounding Arab neighbors and as a possible “Samson”
option on the cusp of military defeat leading to regime change."

Third, nuclear weapons permit states lacking the resources foradvanced
technology conventional military systems to compete with declared major
powers. Russia is the most obvious example of this syndrome. Without
its nuclear arsenal, Russia would be vulnerable to nuclear blackmail,
or even to conventional military aggression, from a variety of strategic
directions. Russia’s holdover deterrent from the Cold War, assuming
eventual modernization, guarantees Moscow military respect in Europe
and makes its neighbors in Asia more circumspect.” North Korea is
another example of a state whose reputation and regard are enhanced by
its possible deployment of nuclear weapons and potential deployment of
long range ballistic missiles." Without nuclear capability, North Koreais a
politically isolated rogue state with a bankrupt economy that would receive
almost no international respect. But as an apparent nuclear power, North
Korea has played “nuclear poker” with a five-nation coalition attempting
to disarm its program by peaceful means: the US, Russia, Japan, China,
and South Korea.”

The power transition from the second to the third generation of the
Kim family regime in North Korea has given further rise to concern over
nuclear proliferation in Asia. In an agreement signed with five powers in
February 2007, North Korea promised to shut down its nuclear reactor at
Yongbyon and to admit international inspectors into the DPRK to verify
compliance within 60 days. For taking this step, North Korea was to receive
an emergency shipment of fuel oil from the United States, Russia, China,
and South Korea. The first phase of this pact thus froze the North Korean
plutonium-based weapons program but left its suspended uranium-
enrichment program for future discussions. In September 2007 North
Korea agreed to declare and disable all of its nuclear programs by the end
of the calendar year 2007.%

However, in keeping with a North Korean trend, backsliding relations
with its nuclear interlocutors and shifting sands in North Korean domestic
politics have since stranded the six party talks into diplomatic stasis and
arms control uncertainty. The death of Kim Jong-il and his succession
by son Kim Jong-un in December 2011 focused world attention on the
implications of a power transition within a regime of uncertain stability and
military and strategic provenance."” In response to UN sanctions after its
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third nuclear test in February 2013 and to joint military exercises between
the United States and South Korea, North Korea launched a bombastic
diplomatic offensive in which it declared the 1953 Korean armistice null
and void and threatened nuclear strikes against South Korea, US Pacific
bases, and American state territory (although experts said North Korea
lacked the technology for nuclear strikes against the continental United
States).'

Failure to contain proliferation in Pyongyang could spread nuclear
fever throughout Asia. Japan and South Korea might seek nuclear weapons
and missile defenses. A pentagonal configuration of nuclear powers in
the Pacific basin (Russia, China, Japan, South Korea, and North Korea
- not including the United States, with its own Pacific interests) could
put deterrence at risk and create enormous temptation toward nuclear
preemption. Apart from actual use or threat of use, North Korea could
exploit the mere existence of an assumed nuclear capability in order to
support its coercive diplomacy.” In Paul Bracken’s terms, North Korea
can use its nuclear weapons to support either a “strategy of extreme
provocation” or one intended to “keep the nuclear pot boiling” without
having crossed the threshold of nuclear first use.”” In October 2013 there
were reports of the DPRK renewing nuclear activities, and perhaps
preparing for new nuclear tests.

A five-sided nuclear competition in the Pacific would be linked, in
geopolitical deterrence and proliferation space, to the existing nuclear
deterrents of India and Pakistan, and to the emerging nuclear weapons
status of Iran. An arc of nuclear instability from Tehran to Tokyo could
place US proliferation strategies into the ash heap of history and call for
more drastic military options, not excluding preemptive war, defenses, and
counter-deterrent special operations. In addition, an unrestricted nuclear
arms race in Asia would most likely increase the chance of accidental or
inadvertent nuclear war. It would do so because: (a) some states in the region
already have histories of protracted conflict; (b) states may have politically
unreliable or immature command and control systems, especially duringa
crisis involving a decision for nuclear first strike or retaliation; (c) unreliable
or immature systems might permit a technical malfunction resulting in
an unintended launch, or a deliberate but unauthorized launch, by rogue
commanders; (d) faulty intelligence and warning systems might cause
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one side to misinterpret the other’s defensive moves to forestall attack as
offensive preparations for attack, thus triggering a mistaken preemption.

China Looms Large
The rising economic and military power of China relative to that of the
United States and other nuclear weapons states must also be considered
when assessing the changing geopolitical arena. China’s growing economy
and its strengthened military forces will almost certainly lead to greater
Chinese assertiveness and influence in the Asia-Pacific region over the
course of the next several decades. Viewed from the standpoint of some
classical international relations theory, China is a rising power posing a
potential threat to an existing hegemon, at least regionally and perhaps
globally. One expert analysis of US-China relations from the perspective of
power transition identifies three sets of outcomes or scenarios that might
occur between now and mid-century: (1) a deadly contest for change, (2)
a peaceful changing of the guard, or (3) a reluctant accommodation. This
geostrategic competition need not end in war. In the short term, Chinese
economic modernization requires a period of sustained development
uninterrupted by major interstate war. In addition, in the long term, a power
transition between the United States and China will most likely require
China to apply the principle “at odds, but notat war” to its relationship with
the US. As David Lai explains, “Indeed, in a power transition process, if the
upstart sees that its comprehensive national power will surpass that of the
extant hegemonic power by virtue of its expected development, it will be
foolish for the rising power to initiate a premature fight with the latter.”*
There are other possible axes of competition and conflict in the region
in which China could become embroiled. Russia and Japan are two
competitors for regional influence against China, and the possibility of an
outbreak of local or large scale war between China and Russia or between
China and Japan is not precluded. Russia’s large combined arms military
exercise in the Siberian Far East, Vostok-2010, was designed in part to test
the readiness of its reformed armed forces, especially its brigade-based
ground forces aspiring to advanced conventional operations and a Russian
version of network-centric warfare. Although Russian officials designated
the opponent in these exercises as hypothetical, it was difficult to escape
the conclusion that the Chinese People’s Liberation Army (PLA) was on
the minds of Russian military planners. Jacob W. Kipp noted:
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The air and ground exercises near Chita and Khabarovsk
make no sense except as responses to some force threaten-
ing the territorial integrity of Eastern Siberia and the Far East.
The only forces with the military potential to carry out air
and ground attacks that deep into Russian territory are the
PLA in support of the so-called separatists identified in the
scenario.”

Thus far, we have discussed the problem of an Asian nuclear arms race
as an abstract, albeit alarming, problem. The following sections of the paper
will analyze the issue further by exploring two contrasting scenarios: a
proliferation-constrained model, in which a multilateral agreement among
nuclear weapon states and others essentially freezes the status quo inlong
range nuclear weapons deployments; and an unconstrained Asian nuclear
arms competition leading to the addition of new nuclear weapon states
and potentially more instability in Asia.

Asian Nuclear Arms Race Scenarios

Scenario 1: Constrained Nuclear Proliferation

A multilateral agreement on nuclear arms limitations and/or reductions
would have to establish some rank order among existing nuclear weapons
states and close the door to admission of others. Preferably, it would also
negotiate the successful dismantlement of North Korea’s nuclear weapons
and infrastructure. A rank order among the remaining nuclear weapons
states might be established as follows: for the United States and Russia, an
upper limit of 1,000 operationally deployed long range nuclear weapons
each; for China, France, and the UK, a ceiling of 500 weapons; and for India,
Pakistan, and Israel, a limit of 300. States would have to count all weapons
deployed on either intercontinental or intermediate range launchers, but
not on missiles or bombers of shorter range. Obviously some agreed
mechanism of monitoring and verification would have to be established,
perhaps through the IAEA (International Atomic Energy Agency) and its
program of inspections.

This scenario calls for a considerable amount of cooperation among
the P5 (the permanent members of the UN Security Council, which also
happen to be the first five members of the nuclear club), and may well
encounter difficulty among the various military chiefs of staff. However,
the sacrifices being asked of states under this regime are small if it means
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preventing an unregulated market for nuclear weapons in Asia and the
Middle East. With an enforceable agreement of this sort in place, the UN
and the IAEA would have additional credibility and clout in bringing
pressure to bear against aspiring or nascent nuclear proliferators.

Would the preceding arrangement among existing nuclear weapons be
deterrence stable and/or crisis stable? Figure 1 illustrates the constrained
proliferation model at work and presents the numbers of weapons assigned
to the various states in the model.*

600
500
400
300
200 —
100 —
Russian us PRC Israeli UK Indian  Pakistan  French
Forces Forces Forces Forces Forces Forces Forces Forces
uICBM 318 300 204 100 0 142 144 0
H SLBM 384 392 96 32 480 32 0 288
AR 294 308 200 168 0 126 156 212

ICBM - intercontinental ballistic missile
SLBM - submarine-launched ballistic missile
AIR - air-delivered weapons

Figure 1. Constrained Proliferation Model: Total Strategic Weapons

Figure 2 displays the numbers of second strike surviving and retaliating
weapons available to each state, given reasonable assumptions about
the capabilities of attackers and defenders with notional forces and the
recognition that nuclear forces are deployed primarily for the purpose of
deterrence. No one can predict with full certainty how they would perform
under the stress of a two- or many-sided nuclear war.
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800
700
600
500
400
300
200 -
100 —
0l
Russian us PRC Israeli UK Indian  Pakistan  French
Forces Forces Forces Forces Forces Forces Forces Forces
W GEN,LOW 812 812 407 238 389 233 243 388
M GEN,ROA 641 569 242 157 389 129 127 388
DAY,LOW 495 483 236 107 260 120 130 156
DAY, ROA 324 240 70 26 260 14 13 156

GEN - generated alert
DAY - day-to-day alert
LOW - launch on warning
ROA - ride out the attack

Figure 2. Constrained Proliferation Model: Surviving and Retaliating
Weapons

Figures 1 and 2 show that although all states retain sufficient numbers of
surviving and retaliating warheads with the potential for stable deterrence,
larger arsenals have more survivable redundancy. Whether this range
among states, post-attack, would matter in a world having witnessed the
first nuclear weapons fired in anger since Nagasaki, is a question with both
scientific and ethical components. In the best of all worlds, the constrained
proliferation model would provide for a degree of deterrence and crisis
stability sufficient to retain the nuclear taboo or de facto abstention from
nuclear first use well into the third decade of the twenty-first century.

Figure 2 shows that it is at least possible for this constrained
proliferation regime to provide for deterrence stability based upon assured
retaliation; crisis stability, however, is a little harder to assess. Figures 1 and
2 indicate that in the constrained proliferation model states can provide
for sufficient degrees of crisis stability — if their nuclear-capable forces
are duly responsive to authorized commands and are beyond political
usurpation or malfunction. At the very least, it can be said that the model
does not exclude this optimistic scenario.
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On the other hand, political leaders and their military advisors, and
not some magic system or process, will determine whether any particular
multipolar nuclear regime will succeed or fail in preserving crisis stability.
Therefore, on top of their disinclination toward a nuclear preemptive
attack, states should provide for a margin of error in the performances of
their nuclear alerts, response system, and command and control networks.
In this regard, states might prefer to emphasize force structures that are
less dependent upon prompt launch for survivability — sea-based ballistic
missiles compared to land-based ones, for example, or mobile land-based
missiles compared to silo-based missiles. States contiguous to prospective
enemies will be especially prone to first strike fears unless they have well
protected forces and command systems buffered against “decapitation”
attacks,” attacks intended to paralyze or destroy the opponent’s political
and/or military command and control system, apart from, or in addition to,
any attacks on nuclear or conventional forces, populations, or other targets.

Scenario 2: Asian Nuclear Arms Race

What would a nuclear arms race in Asia look like in 2020 or thereafter? If
proliferation in Asia is successfully contained or rolled back, by political
or by military means, the threat of an arms race declines and there is no
need for speculation. However, if we assume a more pessimistic future in
which proliferation is not contained, the third decade of the twenty-first
century might witness an eight-sided nuclear club of states in Asia and/
or the Middle East, including Russia, China, Japan, North Korea, South
Korea, India, Pakistan, and Iran, with the ability to contribute to nuclear
destabilization in Asia (other possibilities for nuclear weapons proliferation
exist, especially in the aftermath of Iran becoming a declared and de facto
nuclear weapons state, led by Saudi Arabia, Turkey, and Egypt). Although
this scenario does not contain proliferation, it does not automatically result
in war. The assumption that nuclear weapons can spread among these
states without war necessarily ensuing will be questioned by some, and
with some justification. For example, the US has declared that an Iranian
or a North Korean nuclear capability is presently unacceptable: the former
must be prevented, and the latter must be rolled back. In addition, some
experts would surely argue that China would never accept a Japan armed
with nuclear weapons.
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On the other hand, the rollback of North Korea’s nuclear program is far
from a certainty: a complicated international bargaining process may leave
the DPRK as a standing nuclear power, with a trade-off including more
glasnost on the part of the regime, a willingness on the part of Pyongyang
to adhere to some international arms control agreements, and economic
assistance from the US and other powers to help rebuild North Korea’s
collapsed economy. As for the Iranian nuclear case, both Israel and the
United States have obliquely threatened preemption (presumably with
conventional weapons) against Iran’s nuclear infrastructure and against
any nuclear capable military forces, but the costs of carrying out the
threat of preemption against Iran must be factored into the equation.?
Unlike Iraq, Iranis a large state and cannot be conquered and occupied by
outside powers. Iran could also reconstruct any destroyed nuclear power
plants or other infrastructure. An additional consideration is political: any
Israeli preemption against Iran becomes a recruitment poster for another
holy war by jihadists against Israel. Iran is one of the major sponsors of
Hizbollah and other groups that have carried out past terror attacks in
Israel. An Israeli preemption against Tehran might therefore spark a new
conflagration or otherwise destabilize the peace process.

The point is that many uncertainties loom, and the exclusion of any
specific candidate from the future nuclear club is not automatic. Therefore,
the analysis below includes eight current and prospective nuclear weapons
states located in Asia (or in the Middle East but potentially contributory to
nuclear instability in Asia) and assigns to them notional forces.

Assume that the older and newer nuclear forces are deployed without
treaty constraints. Russia, for example, would feel free to exceed its New
START-limited ceiling of 1,550 operationally deployed warheads on
launchers of intercontinental range. At the same time, Russia’s capacity
for nuclear force building and modernization is not unlimited and may
fall short of the most ambitious goals set by President Putin and military
industry head Dmitri Rogozin.”” Russia would seek to maintain its perceived
status as a nuclear weapon state of the same rank as the United States, and
therefore would want to appear as the strongest nuclear military power
in Asia, relative to potential regional rivals. In this scenario, Russia and
other nuclear powers are assumed to have freedom to mix various types of
launch platforms amongland-based, sea-based, and air-launched weapons.
Cruise missiles are omitted from the present analysis for purposes of
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simplification, but it is important to note that as cruise missiles become
smarter, stealthier, and more widely available, they could be a preferred
weapon for some states if capped with nuclear charges, compared to
ballistic missiles.

States with nuclear capabilities in this scenario include Russia, China,
Japan, India, Pakistan, North Korea, South Korea, and Iran. Although some
might object to the inclusion of Japan, others will likely accept Japan as
a nuclear weapon state for at least three reasons. First, Japan has a post-
World War II history of military pacifism, and memories of its World War
II and earlier aggressions against regional rivals have faded somewhat.
Second, in terms of its political objectives within the international system,
Japan is more of a status quo than a revisionist actor, and therefore, itcan
be assumed that a Japanese nuclear weapons capability would be no more
threatening than that of Britain or France. Third, a nuclear armed Japan
could assist in the containment of China (along with India and Russia).*

Other arguments, however, suggest that Japan is not likely to
obtain nuclear weapons in the first place. First, Japan has the extended
deterrence protection of the US nuclear umbrella and is sharing technology
development for missile defenses with the United States. Second, public
opinion in Japan remains skeptical about the need for a nuclear weapons
capability and the risk that it would entail. Even political elites in Tokyo
who favor a more assertive Japanese defense policy in general are burdened
by the recent national tragedy of the Fukushima nuclear disaster in March
2011.% Third, for historical and political reasons China would regard a
nuclear Japan supported by the United States as a major threat to its
own national security, perhaps increasing China’s military buildup and
adversely impacting upon US Chinese relations.

Figure 3 charts the forces deployed and available to the various state
parties in the Asian arms race model presented. Itis obviously impossible to
project their future forces in detail. We have taken the heuristic shortcut of
assigning generic kinds of forces by category of launch system: land-based
missile, submarine-launched missile, and bomber. In addition, deployed
nuclear-capable missiles and bombers are not necessarily assumed to have
intercontinental ranges. Some states in the model will be more concerned
with contiguous and regional rivals capable of being attacked by short,
medium, and/or intermediate range missiles and aircraft, than they will
be about intercontinental or transoceanic attack capabilities.
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Figure 3. Asian Arms Race Model: Total Strategic Weapons

Each nation would have to plan for the likelihood that only a portion of
its forces would survive a nuclear first strike, retaliate, and arrive at their
assigned targets. The numbers of each state’s second strike surviving and
retaliating forces following notional first strikes are summarized in figure 4.

Several findings are significant. From the standpoint of deterrence
stability, there is no clear measure by which one can say that a specific
number of additional nuclear powers will equate to a certain degree of
decline in deterrence. In theory, it is not impossible for a many-sided
nuclear rivalry, even one as regionally robust as the one presented in this
case, to be stable. Provided it has the resources and the technical know-
how to do so, each state could deploy sufficient numbers of “second strike
survivable” forces to guarantee the “minimum deterrent” mission, and
perhaps the “assured destruction” mission as well.

Both “minimum deterrence” and “assured destruction” are terms that
overlap in practice. Assured destruction (or assured retaliation) forces
are second strike forces sufficient under all conditions of attack to inflict
“unacceptable” societal damage. Unacceptable varies with the recipient of
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Figure 4. Asian Arms Race Model: Surviving and Retaliating Weapons

the damage and depends on cultural values and political priorities. But it
would be safe to assume that the decapitation of the regime and the loss
of atleast 25 percent of its population and/or one half of its industrial base
would satisfy the requirements of assured destruction for “rational” or at
least sensible attackers.

Minimum deterrence is a standard presumably less ambitious than
assured destruction: it requires only that the defender inflict costs on the
attacker that would create enough pain to make the gamble of an attack
insufficiently appealing.* For example, during the Cold War, the French
nuclear retaliatory forces were unable to deter a Soviet attack on NATO
independently, but they might have deterred nuclear blackmail against
France separately by threatening Moscow with the prospect of “tearing
an arm off,” or destroying several Soviet cities. Some expert analysts have
suggested that a minimum deterrent strategic nuclear force for the United
States might be maintained with as few as several hundred operationally
deployable weapons.® Former US National Security Advisor McGeorge
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Bundy put forward the most assertive definition of minimum deterrence
in his argument that ten nuclear weapons on ten cities would be a “disaster
beyond history.”*?

Although the projection of past events into future scenarios is always
perilous, somethinglike the July crisis in Europe in 1914 could eruptin Asia
once nuclear weapons have been distributed among eight major states with
high military stakes in Asia and in numbers sufficient to tempt crisis-prone
leaders. National or religious hatred, for example, could be combined with
the memory of past wrongs and the fear of preemptive attack leading to
first use. This could occur not only between dyads of states but between
allies, as it did on the eve of the First World War.

Coalitions might form among a nuclear armed China, Pakistan,
North Korea, and Iran, lined up against Russia, the US, South Korea, and
India. This would be an alignment of mostly market democracies against
dictatorships or authoritarian-type regimes. Another possibility would
be conflicts between dyads within, or across, democratic and dictatorial
coalitions: for example, rivalry between North Korea and South Korea,
or between India and Pakistan. Russia might find itself in bilateral
competition or conflict with China, or China with India. Iran might use
its nuclear capability for coercion against US allies, such as Saudi Arabia
or Israel, drawing American political commitments and military power
directly into a regional crisis.

Putting this scenario aside, it remains the case that nuclear weapons
are in a class of their own as instruments of prompt mass destruction.
Therefore, what is important is not the numbers of nuclear weapons, but
the possible effect of leaders’ perceptions that higher alerts and faster
launches are necessary in order to avoid catastrophic defeat, should war
occur. There are no “winnable” nuclear wars depicted here, nor would
there be, even if agreed levels among the powers were reduced to several
hundreds of warheads.* The danger is that a war might begin not so much
from deliberation, but from desperation in a situation in which states,
feeling that their nuclear deterrents are threatened, make a hasty decision
under pressure that permits neither reflection nor appropriate inspection
of the information at hand.
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Assessment

Stability in a region of states armed with nuclear weapons resides mainly
in the policies of these states and in the intentions of their leaders. The
number of nuclear armed states in a region does not by itself determine the
probability of nuclear crisis or war. Nonetheless, nuclear complacency is
ill advised. Regional rivalries, including ethno-nationalist and religiously
inspired disagreements, combine dangerously with weapons of mass
destruction, from the standpoint of international security and stability. A
crowded nuclear Asia also threatens to expand regional rivalries into global
confrontations because the Asian nuclear club includes nuclear weapons
states with global ambitions. US military planners must also assume that
the spread of nuclear weapons in Asia will increase the appeal of anti-
access, area denial (A2AD) strategies, supported by enhanced conventional
weapons and command and control capabilities for regional actors.

Nuclear forces may be deployed and operated with more or less
sensitivity to the problem of provocative crisis behavior. According to
LawrenceJ. Korb and Alexander Rothman, the United States should adopt
an unconditional “no first use” policy for its nuclear weapons and urge
other nuclear weapons states to do likewise. An agreed multilateral “no
first use” policy would help prevent an outbreak of nuclear war in Asia
and contain such a war if it occurred.** On the other hand, a unilateral US
declaration of this sort, without support from other nuclear weapon states,
could weaken US extended deterrence now provided to non-nuclear allies,
possibly compromising the NPT and encouraging formerly US-protected
allies to develop their own nuclear weapons arsenals.

Asavariant on this theme, Paul Bracken has proposed a US declaratory
policy of “no first use, guaranteed second use.” If any other country were
to use the bomb first against the United States, or against any allied state,
the United States would guarantee second use against the attacker.* This
modified version of “no first use” might put some additional teeth into a
declaratory policy that might otherwise inspire doubt or cynicism. On the
other hand, the “no first use, guaranteed second use” stance could tie the
hands of policymakers if a US ally were the first to use a nuclear weapon
against another state that otherwise threatened to inflictupon ita decisive
conventional military defeat or regime change.

No first use declarations also make no distinctions among the sizes of
nuclear weapons used or their presumed purposes. Would, for example, a
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demonstration shot above the territory of a state that causes no terrestrial
damage or casualties countas firstuse (although it might damage electronics
or space based assets)? Would a state that either insufficiently guards its
nuclear weapons and materials, or demonstrates outright complicity with
terrorists, thus leading to a terrorist nuclear attack, be guilty of nuclear
first use requiring an obligatory second use? A safer version of declaratory
policy is probably one that leaves options open and vaguely defined.

Declarations by themselves are useful but fall short of fulfilling the
requirements for stable nuclear deterrence. Countries must see a prior
pattern of credible diplomatic-strategic behavior on the part of those
powers who favor system stability, as compared to those powers who seek
to overthrow or amend the existing order. Credible diplomatic-strategic
behavior related to nuclear deterrence is twofold. First, it lies in having
a coherent national security strategy, detailing aspects relevant to the
exercise of deterrence and the use, or threat, of force. Second, it rests on
the availability of viable strategies and responsive forces for the use, or
threat of use, of force under conditions of peacetime, crisis, and wartime
exigency. Of special importance in containing nuclear proliferation and/
or misbehavior on the part of proliferators is the need for understanding
the military-strategic cultures of those whose nuclear first use must be
deterred. Here the concern is that Western powers may not correctly
read the mindsets of regional nuclear or nuclear-aspirational states until
aregional crisis escalates into a war, and possibly, into a nuclear war. The
mind of the enemy (or possible enemy) is the ultimate target of deterrence
and other strategies for military persuasion or coercion. A multipolar
nuclear system, like the hypothetical Asian arms race illustrated here, is
dangerous not only because of the numbers of weapons or the numbers of
nuclear armed states, but primarily given the potential for misperception
that exists when leaders in crisis situations are tasked to make fast decisions
with potentially lethal consequences. Additionally, cultural differences
may come into play leading to false assessments of the case.

For the United States and its military planners, the conclusions emerging
from this analysis suggest the following recommendations. First, the US
will need to manage future challenges to deterrence and crisis stability in
the Middle East and in South and East Asia by maintaining and improving
anew strategic “triad” of: (1) long range nuclear and conventional offensive
weapons and delivery systems, (2) anti-missile and air defenses, both
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theater and strategic, and (3) offensive and defensive cyber weapons.

Second, the US will also need to exercise deterrence and defense against

regional Anti-Access/Area Denial strategies by maintaining escalation

dominance in the aerospace and maritime continua, relative to probable

regional opponents. Third, US diplomacy must support selective and

multilateral military intervention that combines carrots (information

operations or “the battle for the narrative”) and sticks (the credible threat

of use of effective and tailored military force, if necessary).
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Commercial and Industrial Cyber
Espionage in Israel
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Cyberspace is especially suited to the theft of business information and to
espionage. The accessibility of information, along with the ability to remain
anonymous and cover one’s tracks, allows various entities to engage in the
theft of valuable information, an act that can cause major damage. Israel,
rich in advanced technology and a leader in innovation-based industries
that rely on unique intellectual property, is a prime target for cyber theft
and commercial cyber attacks. This article examines the scope of cyber
theft and cyber industrial espionage globally, and attempts to estimate
how much financial damage they cause in countries around the world
and in Israel. It seeks to raise awareness of the extent of the phenomena
among the relevant authorities in Israel and provide recommendations on
how to grapple with it.

Keywords: Cyber, espionage, industrial espionage, intellectual property,
cyber crime, cyber theft, technology

“There are two types of companies: companies that have been breached
and companies that don’t know they’ve been breached.... The vast
majority of companies have been breached.”

Shawn Henry

The director of the National Security Agency, Gen. Keith Alexander,
called cybercrime “the greatest transfer of wealth in history.” The price
tag for intellectual property theft from ULS. companies is at least $250
billion a year.?

Shahar Argaman is the director of the National Cyber Staff. Col. (ret.) Dr. Gabi
Siboni is the head of the Military and Strategic Affairs Program and Cyber
Security Program at INSS.
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Background

Cyberspace is a product of the accelerated pace of technological
developments in the last few decades. Initially, communications and
computerized systems were linked together to function as local networks.
These networks were later linked together to form a global medium of
existence and activity. At present, cyberspace continues to develop on
numerous levels: in the wealth of interconnected computerized tools, in
the number and variety of networks, in the volume of information traffic,
in the level of connectivity, in the variety of applications, and in the degree
to which economic and social activity depends on cyber functions.

While cyberspace brings with it much positive potential and broadens
horizons on every level of human activity, it also entails new threats and
in effect presents a new arena for hostile activity, from the sabotage of
information in cyberspace to damage to the physical world through
cyberspace functions.? As the overall use of cyberspace increases, so too
does the hostile activity within the arena,* which already includes a vast
range of threats: denial of service, destruction of websites, exposure of
personal information for the purpose of wielding influence or instilling
fear, various types of crime, industrial and security espionage, and damage
to national strategic infrastructures, databases, command and control
systems, and even weapon systems.

By its very nature, cyberspace is a medium particularly well suited
to espionage in general and commercial and industrial espionage in
particular. Industrial espionage among commercial rivals is hardly a
new phenomenon, but cyberspace allows simpler access than in the past
to a great deal of information while allowing a high level of invisibility.
The damage that can result from commercial espionage today is of
unprecedented scope precisely because cyberspace is optimally suited
to such activity. Another reason cyberspace has become a key means
of espionage is that state-sponsored intelligence organizations use it in
the pursuit of state-sponsored goals — political, security, technological,
and economic — as do criminal outfits pursuing purely economic gain.
Much information has emerged about cyberspace espionage between
states, especially cyber skirmishes between the United States and China,
indicating that commercial espionage has become a primary tool of states
in general and the powerful ones in particular, serving as a weapon in their
economic wars and pursuit of global dominance.
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As a staterich in advanced technology, Israel is very much at risk. The
vast amounts of information created by financial, scientific, and other
institutions within the state are stored, moved, and managed in cyberspace,
and are therefore accessible to a variety of attackers. In addition, the part
played by innovation-based industries and unique intellectual property in
the Israeli economy is highly significant. Israel is a global leader in startup
industries, which by their very nature generate additional motivation for
commercial espionage against Israel. Given that advanced persistent
threats (APTs) are rarely discovered by standard security measures of
commercial companies, Israeli companies, especially those developing
unique knowledge, presumably constitute targets for commercial
espionage and the theft of intellectual property, as is the case in other
technologically advanced countries.

The purpose of this article is to examine the use of cyberspace for
commercial espionage and theft of intellectual property. The article seeks
to underscore the complexity in assessing the extent of these phenomena
and the economic damage they cause. Finally, the essay seeks to analyze
the scope of commercial espionage in Israel in order to raise awareness
of the phenomenon in the public discourse and thereby promote action
to curtail it and as a result contain the damage it incurs.

Cyberspace as a Medium for Commercial Espionage
While commercial espionage has existed since the dawn of history, the
transition of much of the business world to the cyber realm has propelled
commercial espionage to this arena as well. Indeed, cyberspace is ideally
suited to espionage, particularly commercial espionage. It allows relatively
anonymous activity, including convenient and safe transmission of vast
amounts of information regardless of distance and national borders. At
the same time, it is very difficult for the victims of espionage — be they
commercial or government bodies — to detect its occurrence. Even if the
victims are aware of the attack and identify the spyware used to effect it,
itis hard for them to attribute the malicious action to a particular culprit
and credibly establish the responsibility and identity of the attacker.
Commercial espionage in cyberspace costs very little compared to other
means of intelligence gathering, and entails a low level of risk of exposure.
Cyberspace espionage greatly reduces the need for agents to infiltrate the
target, and thus intelligence entities throughout the world can amplify

E
(0]

Military and Strategic Affairs | Volume 6 | No.1 | March 2014



B
()}

Military and Strategic Affairs | Volume 6 | No. 1 | March 2014

SHAHAR ARGAMAN AND GABI SIBONI | COMMERCIAL AND INDUSTRIAL CYBER ESPIONAGE IN ISRAEL

their capabilities, in terms of intelligence gathering within cyberspace®
and the integration of traditional forms of espionage with new capabilities
in this sphere. As such, espionage becomes simpler for the attacker and
more dangerous for the attacked. For example, espionage involving a
mole working for the organization under attack becomes simpler in the
cyberspace era: transmitting stolen information is easier and identifying its
source is harder. Furthermore, law enforcement has a lenient approach to
cybercrime, thus reducing the risk taken by those engaged in commercial
espionage. A burglar caught breaking and entering a physical place of
business to steal information will probably have to pay a much higher
price than someone stealing the same information using a keyboard.

Commercial espionage may be defined as the unauthorized possession
of confidential commercial information not revealed to the public atlarge,
for the purpose of attaining a technological advantage or economic gain.
Such information may include data on strategy, planning, technological
innovation, product development processes, manufacturing and marketing
processes, advertising campaigns, financial status, legal issues, key
personnel, salary information, tenders and bids data, and more. Targets
mightinclude not only competing organizations but also academic research
institutes and other entities possessing valuable information. Unlike
information gathering from open sources, obtaining the information often
entails criminal offenses. This activity is only one branch of a larger group
of economic crimes, such as embezzlement, fraud, theft, disruption of
business activity, and more. Commercial espionage by a state is usually
intended to strengthen the state’s own economy, to create an economic
advantage for that state or a sector of its economy in relation to competing
sectors around the world.

Therise in the scope of commercial espionage in cyberspace reflects the
technological, economic, and social changes that have occurred in recent
years and the corresponding manner in which information is created,
moved, stored, and managed in economic and scientific organizations,
including sensitive bodies. Throughout the world, almost all commercial
and scientific records, even the most sensitive, are digitally stored and
accessible to computer networks. Given this pattern and given the
advantages currently available to hi-tech attackers such as state-sponsored
intelligence organizations or sophisticated criminal syndicates, these
groups can use cyberspace to carry out theft of commercial and business
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information. Such thefts are on a scale that far outstrips any past commercial
espionage, both in terms of the importance and sensitivity of the stolen
information to its owners and in terms of sheer quantity.

Experience has shown that only a few companies can identify hi-
tech attacks carried out by state-sponsored espionage organizations
or sophisticated crime syndicates. Even fewer are capable of effective
defense.® There are many examples indicating that even the most sensitive
companies in the defense industry in the United States were relatively
easy targets for commercial (or security) espionage through the internet
by state-sponsored organizations, apparently out of commercial motives.”

A report by ONCIX (the Office of the National Counterintelligence
Executive) to the US Senate® addressed the threat of theft of commercial
information and key rivals carrying out such activity in the United States.
China and Russia were described as having the highest capabilities in the
field and being “the most aggressive collectors of US economic information
and technology.” A July 2012 report to the Congress by the same agency'’
cites Congressional testimony by Director of National Intelligence (DNI)
General James R. Clapper regarding the US intelligence community’s
national threat assessment. Clapper testified that intelligence agencies
of enemy nations are systematically developing methodologies and
technologies to challenge the capabilities of the administration and
private sector in the United States that protect national and commercial
secrets." Indeed, the 2013 US threat assessment put cyber threats at the
top of the list of threats facing the United States,'? ahead of terrorism and
the proliferation of weapons of mass destruction.

The Complexity in Assessing the Damage of Commercial
Espionage

Given the very nature of commercial espionage, assessment of the damage
it causes is difficult for various reasons, including first and foremost the
methodological problem of quantifying the scope of damage resulting
from the loss of intellectual property and the fact that only a tiny fraction
of all advanced espionage activity ever comes to light. In testimony
before a US government committee, Richard Bejtlich, Chief Security
Officer at Mandiant,"” a company specializing in incident response and
computer forensics solutions and services for government, defense, and
enterprise organizations, said that of the total number of sophisticated
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espionage attacks originating in China investigated by his company, only
6 percent of the attacks were discovered by the targets. This indicates
that a tremendous gap exists between the prevalence of the phenomenon
and an accurate appreciation of the cost to the economy resulting from
commercial espionage.'* Furthermore, sophisticated organizations
engaged in commercial espionage in cyberspace use specific spyware that
are incapable of being identified, blocked, or neutralized by the standard
defensive tools of most commercial enterprises. Today, cyberspace favors
the attacker by a wide margin.

Many espionage agencies use cyberspace as a key information-gathering
arena. The capabilities developed by security agencies for this purpose
far outstrip current defensive responses to these threats. Furthermore,
focused, dedicated attackers also enjoy the advantage of being able to learn
about and even obtain the defenders’ security tools," enabling them to run
simulations in order to identify the conditions under which they will not
be exposed by the very security tools the defenders are using.' In addition,
state-sponsored espionage is carried out by intelligence groups designed
for this purpose, whereas effective defense requires comprehensive,
state-sponsored activity that involves security outfits and non-security
organizations from both the government and the private sectors —an effort
that is, by nature, slow and cumbersome.

The FBI has estimated that for every incident of penetration into
computer networks identified by a US company, one hundred similar
incidents have occurred that the computer networks failed to identify.”
A report by Mandiant published in February 2013 stated that the goal
of the Chinese attack formation was commercial espionage and that in
that year it had attacked 141 Western companies, primarily in the United
States. This is an example of commercial espionage activity carried out
by a state-sponsored body that had been operating for years and eluding
public awareness until the publication of the report.” On the basis of this
example, one may infer that other companies coming under attack by
sophisticated formations almost always fail to identify the attack. Even on
the rare occasion when they realize they have been attacked, the attack is
not made known to the public and the economic and security implications
are not studied in the overall national context.

In the few cases in which companies and other organizations realize
they are targeted and even manage to identify the spyware installed on
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their computers, they are hard pressed to assess the scope and type of
information that has already leaked through their networks. Failure to
protect the company’s or organization’s assets often means that those in
charge of security in these outfits tend to downplay the damage caused by
the espionage. When unknown software — that is, malware —is discovered
on the company’s computers, the natural inclination is to remove it and
make sure that the system continues to work. Only rarely will a company
carry outa comprehensive forensic investigation aimed at uncovering the
true nature of the attack and identifying the tools used to carry it out, as
such an investigation is very costly —both in financial terms and in terms
of the time needed to carry out a forensic investigation, during which the
company’s computer communications are severely compromised. Even
when a full, professional forensic investigation is successfully conducted
and the company’s management receives a full, reliable picture of the theft
of commercial data, often the organization will prefer not to make the theft
publicly known or will atleast seek to minimize the damage assessment, in
the hopes of reducing the damage to the company’s reputation that would
result from a complete description of the theft. Damage to the company’s
reputation would, of course, endanger the company’s relationship with its
shareholders, investors, suppliers, customers, and all other stakeholders.

Finally, there is an inherent difficulty in assessing the financial worth
of intellectual property. Clearly it is not necessarily reflected in the value
of the investment that went into creating it, and this is probably the most
precise statement one can make on the subject. The value of future income
denied to a company as the result of information theft through cyberspace
is entirely subjective and grounds for wild speculation.

For these and other reasons, it is extremely difficult to assess the
cumulative damage caused to an organization as a result of commercial
espionage in cyberspace. This difficulty is intensified when one tries
to assess the financial damage the phenomenon causes the state, and
thus assessments of damage to the state from commercial espionage in
cyberspace vary wildly.

Methods of Assessing Commercial Damage

Various studies of the costs of commercial espionage have attempted
to propose methodologies for damage assessment. The vast gaps in
knowledge stemming from the above mentioned reasons as well as the
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inherent difficulty in closing those gaps pose an obstacle to any attempt
to assess the scope of the phenomenon.

It is customary to divide the cost of cyberspace crime into three main
categories:? defense cost, such as security, compliance with standards,
and insurance; direct cost, such as damage to functionality, repair of the
damage, loss of work time, resolution of the breaches, reconstruction of
information, direct losses to the business, compensation to customers,
fines, and legal issues; and indirect cost, such as loss of customer trust, loss
of future business and income, or damage to the company brand.

The various approaches to damage assessment are based on surveys
and theoretical analyses. In the studies based on surveys, sample groups of
executives and IT specialists in commercial ventures are asked to provide
damage assessments, from which overall assessments are extrapolated. The
problem with this approach is the profound gap between the respondents’
understanding of the issue and the scope of the phenomenon in practice.
This gap is even more pronounced given that the sample group is liable
to be biased. Those who have suffered painful attacks tend not to share
their experiences and are therefore likely not to participate in surveys of
this type. Accordingly, the studies must correct for these factors, which in
itself has a dramatic effect on understanding the scope of the phenomenon.

The theoretical approach uses amodel based on calculations drawing on
open data, hypotheses, and assessments by information security experts,
businesspeople, economists, and law enforcement agencies. This model
too suffers from a gap between the quality of available information and true
data; it also relies heavily on assessments. One example of such research
is a study of the cost of cybercrime conducted by Detica in England.?

Threat assessment and measurement are critical for understanding
the phenomenon of theft in cyberspace and for the optimal allocation of
resources to defend against it. Therefore it is in the best interests of both
commercial enterprises and states to assess the damage they face from
information theft. Gen. Keith Alexander, Commander of the US Cyber
Command and the Director of the NSA, has claimed that US companies
lose some $250 billion annually as a result of cyber theft of intellectual
property.?? Citing a report published by Symantec, he said, “Symantec
placed the cost of IP theft to the United States companies [at] $250 billion
a year, global cybercrime at $114 billion annually ($388 billion when
you factor in downtime).”? A report by the Commission on the Theft of
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American Intellectual Property estimates that the damage caused by cyber
theft exceeds $300 billion a year.?

Countries other than the United States are also trying to assess the
scope of the phenomenon. The Federal Office for the Protection of the
Constitution in Germany assesses that German companies annually
lose $28-71 billion and 30,000-70,000 jobs because of foreign economic
espionage. South Korea has reported that the costs of economic espionage
carried out by foreign entities in 2008 totaled $82 billion, compared to $26
billion in 2004. According to this report, 60 percent of the victims were
small to medium-sized companies, and half of the cases of commercial
espionage could be traced to China. In 2007, the Japanese Ministry of
Economy, Trade, and Industry undertook a survey among 625 exporting
companies and found that more than 35 percent of them reported the loss
of some technology, and that more than 60 percent of the reported incidents
were linked to China. Official sources in Great Britain have assessed that
attacks on computer systems, including industrial espionage and theft of
commercial information, cost the British private sector some $34 billion a
year. More than 40 percent of this sum stems from the theft of intellectual
property, such as specifications, formulas, and proprietary company
information.?

Table 1: Assessments of Damage Resulting from Economic Espionage
in Select Countries

Country Assessment of annual damage (in $ Scope of damage
billion) caused by theft of commercial in terms of percent
information and intellectual property of GNP

United States 250-300 1.67-2
South Korea 82 7.3
Germany 28-71 0.8-2
Great Britain 34 1.4

Atthe same time, those offering the estimates did not explain how they
had arrived at their damage assessments, probably because of the difficulty
in estimating the direct, not to mention the indirect costs of cybercrime.
One mustalso take into account that those undertaking damage assessment
studies, particularly certain information security companies, are liable to
have a vested interest in inflating the scope of the phenomenon.
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A study published by McAfee in July 2013* attempted to address
the complexity of assessing the cost of cybercrime. The study questions
published cost assessments and offers lower assessments than the official
estimates of damage to the US economy. The study does not include
definitive assessments of the cost of such damage, but points out, for
example, that the upper limit of damage to the US economy claimed by
one method of assessment is anywhere between 1/2 to 2 percent of the
GNP,¥ whereas another method of assessment places it at lower than 1
percent of the GNP.%

Commercial Espionage in Israel

As a state rich in advanced technology, Israel is particularly vulnerable to
threats in cyberspace in general and commercial espionage in particular.
A great deal of Israeli export relies on companies highly dependent on
intellectual property, thereby making Israel a target for the theft of this
sort. Furthermore, the role of industries based on innovation and unique
intellectual property in the Israeli economy is very significant. Israel is a
global leader in startups, which invites further motivation for commercial
espionage against Israel. In addition, the commercial sector in Israel
has little awareness of the risks of cyberspace espionage and prefers
convenience, functionality and exploitation of business opportunities
rather than security. Presumably, therefore, as in other developed
countries, commercial enterprises in Israel — especially those developing
unique knowledge — are targets for commercial espionage and the theft of
intellectual property. Of the 141 companies attacked by the Chinese attack
formation APT1, as described by Mandiant, three were Israeli.”

Israel was a world leader when it came to understanding cyberspace-
based threats to critical infrastructures, but not when it came to grasping
cyber threats to the business world. As early as 2003, the state established
the National Information Security Authority,” charged with securing
Israel’s critical infrastructures against cyberspace attacks and preventing
the theft of state secrets. The Israeli business sector and the public atlarge
did not benefit from similar attention, and currently no organization has
the responsibility of protecting these entities against commercial espionage
in cyberspace. As a result, Israel today lags behind many other countries
in the world, including the United States, when it comes to protecting
the business sector. Other countries reached the conclusion that state-
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sponsored protection of national commercial assets is a high priority and
that they are responsible for providing the scaffolding for responding to
cyberspace threats to the economy in general and the private sector in
particular. This realization has led to the establishment of one or several
state agencies charged with leading state-sponsored defensive activity in
cyberspace in order to strengthen overall protection in the field.*

It is hard to assess the damage caused to the Israeli economy by
commercial espionage. There is no obligation to report the discovery of
information-gathering tools in company computers, other than minimal
guidelines for the population registry and regulation for special sectors,
such as banks and bodies within the purview of the National Information
Security Authority, and with respect to the authority overseeing security
in the defense establishment. Furthermore, in Israel, companies are under
no legal obligation to report the loss of sensitive business information,*
and there is no organization charged with defending the business sector
in cyberspace, whose job it would be to collect such information and
use it in order to draw conclusions and strengthen overall defensive
responsiveness. Consequently, the likelihood of identifying commercial
espionage in cyberspace in Israel and accurately assessing its scope is very
slim. This state of affairs presumably also accounts for the dearth of reports
on theft of commercial information and intellectual property from Israeli
companies.

Despite the difficulty of assessing the damage caused by attacks in
cyberspace, Israeli businesses and organizations are presumably just as
exposed to commercial theft as those of other developed nations, both
because of Israel’s image as a global leader in the development of innovative
knowledge and because of the lacunae in defense and protections noted
above. Even using conservative estimates —namely, that commercial theft
in cyberspace accounts for one percent of the GNP — the annual damage of
such crime in Israel reaches roughly $2.5 billion. Preliminary research on
the damage of commercial espionage in Israel, undertaken for the National
Cyber Command by Meidata, a market research company, assesses the
annual damage to the Israeli market from commercial espionage to be
in the $1-3 billion range. There is no doubt that damage on this scale,
which increases from one year to the next, requires a national response
and justifies significant investment in the defense of companies and
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organizations under attack, which currently bear the lion’s share of the
cost of commercial espionage.

Conclusion

The State of Israel, with its high level of security awareness, was a pioneer
in understanding the security risk developing in cyberspace, even
before any damage to its critical infrastructures was actually identified.
Nonetheless, to date the danger posed by the theft of trade secrets and
intellectual property from commercial companies in Israel has not been
recognized as a significant threat to the country’s stability, even after
clear evidence has emerged proving that nations and criminal syndicates,
equipped with the most sophisticated tools in existence, use cyberspace to
commit commercial espionage and that this state of affairs has far reaching
economic ramifications for commercial companies and countries.

The economic threat to commercial companies from commercial
espionage has been defined by the head of the US intelligence community
as a concrete threat against the United States of the highest order, ranked
ahead of terrorism and the proliferation of WMDs. The cost of damage
incurred from commercial espionage in cyberspace is high and on the rise,
and itis borne primarily by the business community. According to various
studies, the component represented by the cost of commercial espionage
is the most dominant in the total of all types of cyberspace crime.* Israel,
whose economy is to a large extent driven by innovative knowledge, is also
vulnerable to the threat of cybercrime, including commercial espionage.

It is very difficult to assess the damage incurred by commercial
espionage in cyberspace. Therefore we see a very broad range of
assessments generated by a variety of reports. The difficulty in assessing
damage empirically and the extensive reliance on assessments by experts
seeking to address major gaps in the quality of collected data constitute
obstacles to all methods of assessing the damage caused by commercial
espionage and account for the vast discrepancies among various damage
assessments. Nonetheless, these assessments are necessary in order to
understand the impact of commercial espionage, and they provide the
basis for states” comprehension of the phenomenon and their attempts
to thwart it.

A strong methodology that would provide the tools for reliable
assessments of the damage discussed by this essay is highly necessary.
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Development of this methodology would increase awareness of the need
toimprove protection against the threat and the ensuing damage. Toward
this end, first and foremost it is necessary to improve the ability to gather
reliable information about the phenomenon by means of mechanisms for
reporting cyberspace incidents. Furthermore, it is necessary to develop
better assessment tools that address existing gaps between reports and
assessments surveying the number of incidents and resulting damage on
the one hand, and reality on the other. This is an inherent gap in knowledge,
because in most cases the attacked parties are not aware that they have
been attacked and that information about their business has been stolen;
they are therefore incapable, even after the fact, of linking damage to their
business to information theft about which they knew nothing in the first
place. In addition, improving the overall civilian responses in cyberspace
inIsrael, while also establishing an agency charged with responsibility for
the matter, could allow for the development of a comprehensive doctrine
for addressing commercial theft in cyberspace based on a broad view of
national needs.

The goal of this essay is to shed light on the phenomenon of commercial
espionage in cyberspace and the damage it causes to the Israeli economy.
In the absence of in-depth studies of the phenomenon, its precise scope
remains elusive, but it is reasonable to conclude that it has a significant
impact on the Israeli economy and is steadily increasing. The response
to the phenomenon must include a range of efforts, including but not
limited to the following: focused research on the scope of the phenomenon
and a breakdown by sector; improved security for the business sector;
the development of a cyberspace security industry; and state-sponsored
measures providing a response to commercial espionage throughout
cyberspace, including cooperation and arrangement with other states
suffering similarly from the phenomenon.

Commercial espionage in cyberspace demands a complex response and
requires tremendous resources. Raising the level of awareness regarding
the phenomenon, both in the business world and among the decision
makers in Israel, appears to be a necessary precondition for engaging
in efforts to reduce the damage caused by cybercrime in general and
by commercial espionage in particular. It will then be possible to bring
Israel’s defensive cyberspace capabilities to bear against the entire gamut
of threats.
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Background

An observer of the annual ritual of deliberations on the defense budget
is liable to reach the conclusion that economic and military thinking are
two parallel disciplines, and that never the twain shall meet. The military
has been known to quip that “economists know the price of everything
and the value of nothing,” and “Iran is the adversary, and the Ministry
of Finance is the enemy.” In their unending dispute with economists,
military leaders can draw on Professor Edward Luttwak, one of the greatest
military thinkers, who contended that “in the realm of strategy...economic
principles collide with the demands of war-effectiveness.”’

In turn, economists retort that “the army is prepared to ruin the economy
and society in order to maintain its beloved order of battle,” and that “a cut
in the defense budget will only prevent waste and will not harm defense.””

The debate between military commanders and economists is not merely
academic or a question of semantics. It is a disagreement over allocation
of resources and national priorities that stems from differing assessments
of strategic risks, different world views, and also from parochial interests,
as well as egotistical issues.

This article will attempt to present economic thinking in the proper
light, arguing that when true economic thinking is applied, as opposed to
accounting-budgetary thinking, there is almost no difference between the
two disciplines — economic and military. The article will also show that a
significant part of the substantive debate between military commanders
and economists results from objective difficulties in predicting the future
and in quantifying important components of cost and benefit. Finally, the
article will argue that the main reason for the stormy nature of deliberations
on the defense budget is the problematic process of drafting the budget:
the lack of orderly cabinet deliberations and clear guidelines concerning
national security posture, objectives, risks, and priorities, and the lack of
civilian agencies that assist the government and the Knesset in drawing
up the policies and budget. Reforms instituted in the United States during
Robert McNamara’s term as Secretary of Defense and as a result of the
Goldwater-Nichols Act of 1986 are instructive in this regard.? In 2007 the
Brodet Committee attempted to change the process in Israel, to no avail.
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Fundamental Similarities between the Military and Economic
Disciplines

On the face of it, there should be no difference between military thinking (by
a“commander”) and economic thinking (by an “economist”). The military
command echelon presents the required achievements to the commander
and equips him with limited resources to carry out the mission. The
commander is expected to use thinking processes (algorithms, as it were)
to produce a plan of action that will achieve the desired objective, which
is usually worded in terms of captured territory, lines reached, destroyed
enemy forces, and timetables. The resources placed at his disposal are
military units of various sizes and different types. A good example is
the preparation of the Moked plan in the first half of the 1960s to attack
Egypt’s military air fields; the Israeli Air Force used this plan to destroy
the Egyptian Air Force on June 5, 1967, thus sealing the fate of the Six Day
War. The plan was a good example of military thinking —a sophisticated
algorithm that, with the help of a limited number of aircraft, led to great
achievements, even exceeding expectations.

Economists are expected to use an algorithm to produce a profitable
business plan. The investors (shareholders) provide the economist with a
budget to set up a new factory or develop a new product, and they expect
the economist to achieve a certain rate of return on investment within a
pre-defined period. Thus, for example, Israel Corporation made hundreds
of millions of dollars available to the CEO of Better Place in the hope that
it would succeed in selling electric cars based on an innovative logistic
system.

Both examples involve the application of algorithms by the commander
or the economist in order to delineate the optimal path towards a goal, be it
amilitary objective or profitability target. In each discipline the algorithm,
which represents the theory relating to the issue that must be addressed,
combines with the personality of the executive, be it the commander or
the economist.

For our purposes, it is important to underscore the similarity of the
environments in which the commander and the economist operate. First
and most important, both work in a hostile environment. By definition,
the military operates against an adversary that seeks to prevent it from
implementing its plans (and kill the commander and his men as well),
while the commander never has all the intelligence required. Similarly, the
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economistworks in a hostile environment, which includes competitors who
are sometimes very cruel (“cut-throat competition”). The more successful
the economist is, the greater the competitors” incentive to harm him. He
must predict their response, even though some of them he does not know at
all. Furthermore, large profits make the economist vulnerable to challenges
from labor organizations, tax authorities, other regulators, social activist
organizations, and class action lawsuits.

Second, the commander and the economist live with uncertainty and
are constantly required to predict what their opponent and those around
them will do. The commander has incomplete information but must still
assess his opponent, including the opponent’s capabilities and methods
of operation, and even variables such as the weather. Assessing the
adversary’s intentions and the rationale for his actions is not a simple
matter, as the history of the Yom Kippur War demonstrated: Israel paid a
very heavy price for failing to understand the strategic rationale of President
Sadat, even though it had good intelligence regarding the capabilities of
the Egyptian military.

The need to cope with a hostile environment under conditions of
uncertainty translates into a strong correlation between the military
objective or the required return and the risk involved. This correlation is
captured in the saying that a person who wants to eat well should invest
in stocks, while a person who wishes to sleep well should invest in bonds.

Landing troops behind enemy lines is a clear example of the correlation
between yield and risk: the IDF’s crossing of the Suez Canal in October
1973 was the most important success of the Yom Kippur War, even though
initially there was a strong risk that the force crossing the canal would be
cut off and encircled. (The IDF high command had concluded that the
risk involved in attempting a crossing prior to October 14, 1973, before
the Egyptian armored divisions had crossed into Sinai, was too great, and
rejected recommendations that entailed crossing the canal earlier.) Also
worth noting is the Entebbe operation to free the hostages of the Air France
plane hijacked to Uganda in 1976, which was very risky but ended with
unprecedented success (unlike Operation Eagle Claw, the US attempt to
free the hostages in Tehran in 1980).

There are many familiar examples of the close economic correlation
betweenrisk and return. Investments in oil prospecting, hi tech, and foreign
markets involve great risk, but when they succeed, they yield large profits.
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However, for every company like Check Point, which became the global
leader in cyberspace security, there are many companies like Better Place,
which in effect consumed hundreds of millions of dollars and ultimately
filed for bankruptcy.

Parenthetically one might add that for both disciplines, the close
correlation between accomplishments and risks creates dizzying successes
and resounding failures. Both are subject to the phenomenon of perfect
hindsight, in the negative sense. In the military, perfect hindsight refers to
the conclusions that should have been drawn from raw intelligence that
can pinpoint precisely the adversary’s first signs of breaking as well as the
optimal moment to initiate the counterattack. Those with perfect hindsight
are never surprised in retrospect. In economics, the after-the-fact geniuses
always know the right time to enter or leave the stock market. They always
know how to earn a profit, after the fact.

The Similar Toolboxes

Military and economic endeavors are human, intellectual tasks. In both,
the operators must cope with limited resources and use algorithms that
weigh the cost and benefit of alternative methods of operation and choose
the best of them. The commander chooses a certain path in the hope that
it will be optimal for conquering a target or thwarting an attack, and the
economist chooses an option that he believes will improve the cost-benefit
ratio. Given the similar processes described above, it is no wonder that
the commander and economist have similar toolboxes, as the following
examples illustrate.

The Combined Arms Battle and the Diversified Investment Portfolio

The military concept of integrating branches and corps on the battlefield
has a long history, as does the concept in economics of not putting all
your eggs in one basket. Diversification of investments and the integrated
battle achieved sophisticated conceptualization in the twentieth century,
but they have always been part of the old practice: “A man should always
divide his wealth into three equal parts: one third for real estate, one third
for commercial stock, and one third on liquid assets,” according to the
Talmudic sage Rabbi Isaac. Hundreds of years earlier, armies were already
integrating their infantries with cavalry and chariots, the bow with the
sword, the spear, and the stone, and the land forces with ships.
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The variety of weapons has increased over the course of history,
as has the range of investment instruments, but the principle guiding
the two disciplines has remained similar: integration in the army, like
diversification of investments, turns the whole into more than the sum of
its parts. The different types of integrated battle were intended to expose
an adversary that was well prepared for one type of weapon system to a
crushing blow from a different system. For example, a modern integrated
air defense system appeared for the first time in the Vietnam War (and
immediately afterwards, in the War of Attrition in Israel). It included
various types of radar, ground-to-air missiles, anti-aircraft artillery, and
fighter jets. American planes that attempted to attack targets in North
Vietnam from a high altitude had difficulty coping with the missiles, and
when they attempted to attack from a low altitude, they encountered deadly
anti-aircraft fire. At the same time, the enemy’s fighter jets intercepted
the attack aircraft, forcing them to jettison their bombs. The combined
engagement of all of North Vietnam’s air defense assists resulted in a
situation in which the benefit of the air strikes on North Vietnam was
small while the costs, in terms of loss of American air crews and aircraft,
was very high.

An investment portfolio containing assets with various risk-return
profiles that offset each other’s volatility, preventing a steep drop in the
value of the portfolio during an economic downturn on the one hand, and a
surge in its value during an upswing on the other, is of crucial importance.
Although the fundamental logic underpinning the integrated battle is not
the same as that of investment diversification, the result is the same: in both
disciplines, the integration or diversification improves the ability to cope
with the complexity and uncertainty of confronting a hostile environment.

Israeli history provides many examples in both fields: the lack of artillery
and armored infantry in the Yom Kippur War caused heavy tank losses on
the Suez Canal front. In contrast, the conquest of the Egyptian positions
in Umm Katef in the Six Day War is a good example of a battle integrating
infantry with armor, artillery, and a heliborne force. In economics, there
is no lack of examples of unbalanced investment portfolios that inflicted
a heavy blow on their owners. This is what happened in the crisis of the
“regulated” bank shares in Israel during the late 1983, in the hi tech stock
crash in 2000, and in the burst of the real estate bubble in 2008. On the
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other hand, an investor holding government bonds can always get cash
even at the height of a crisis, by selling them without a loss.

Risk Management

Over the past generation advanced quantitative methodologies that use
sophisticated statistical tools have been developed for risk management,
but these methodologies are effective only in those few areas in which
there are numerous observations. Because of the tremendous importance
of risk management, for lack of an alternative it is often implemented using
qualitative tools as well, even though these do not meet the strict definition
of the concept. Non-quantitative risk management has assumed various
forms in the military: scenario-based thinking, sensitivity analysis, “red
teaming,” the devil’s advocate function, cases and responses, and more.
On many subjects, especially in the realm of strategy, risk management
is qualitative, since it is not possible to quantify the probabilities of the
scenarios and the damages caused when negative scenarios come to pass.

The situation in economics is not much better, even though there are a
number of areas in which quantitative risk management can be applied (for
example, the world of insurance and the hedging of certain financial risks
through the use of options and future contracts). In both disciplines, risk
management involves on the one hand assessing the probability of various
scenarios and the possible results in every scenario, and on the other hand,
what is called “risk appetite” (that is, willingness to take a risk in order to
achieve a certain goal). We can view the assessment of probabilities as a
professional measure carried out by the military staff (or the management),
and risk appetite as a decision by the political leaders who direct the
commander or by the shareholders who guide the economist. Risk appetite
determines the point where one wants to be, taking into account the close
correlation between risk and returns.

An example from the military realm is the decision by the political
leaders in 1976 to launch an operation to free the hostages at Entebbe in
spite of the great risk involved in such a complex operation. An opposite
example is the Israeli government’s decision not to respond to Egypt’s
ceasefire violations in the Suez Canal in August 1970, among them Egypt’s
positioning of its ground-to-air missile batteries near the canal. It would
appear that after three years of the War of Attrition, Israel’s risk appetite
was very small.

[2)]
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Risk appetite in economics is reflected, for example, in a real estate

company’s willingness to finance its activities through loans (“degree

of leverage”). The greater the credit leverage, the greater the expected

profitability from real estate investments. However, as evidenced in the

crisis of 2008, high leverage led to bankruptcy for many companies.

The Principles of War and Economics

The conceptual similarity between the two disciplines and their common

toolbox are reflected in the similarity of principles guiding commanders

and economists, which differ only in semantics. The following examples

illustrate this point:

a.

Time to marketis an economic principle that emphasizes the importance
of both initiative and speed, which introduce a new product into the
market even if its development has not yet been completed. The benefit
of being firstis enormous, as it provides an advantage over competitors.
Therefore, it is worth taking the risk that the first product to enter
the market will be criticized for not being sufficiently developed. The
parallel military principle is to take advantage of the fog of battle and
strike quickly, even with one company, and achieve something that
even a brigade would find difficult to achieve in a later, orderly battle.
Here, too, there is a risk that if the assaulting force is too small, it will
be destroyed.

The law of diminishing marginal returns states that increasing input
does not always increase output at a similar rate. As every student of
economics knows, increasing the number of workers in a certain field
does not increase the yield at the same rate (and could even reduce it
—“negative marginal return”). A similar military principle prevents a
commander from using his reserves for reinforcement in a battle that is
deadlocked, and holds that he should consider using the reservesina
more effective way instead, with a different area or at a different time.
Reward and punishment: Those who take the initiative and weigh the
risks correctly are rewarded in economics by large profits and bonuses,
and in the army, through citations and promotion. In contrast,
economic failure leads to bankruptcy, and failure in the military leads
to a demotion rather than a citation (and sometimes also to death in
battle).
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d. Thelaw of comparative advantage holds that an entity should specialize
in activities in which it has an advantage over the competition. The
classic, long-standing example for Israel — though less applicable
today —was the idea that Israel should focus on growing oranges and
tourism and stay away from energy-intensive industries. The military
application of the law is reflected in Israel’s security concept, which
dictates a doctrine based on a rapid maneuvers and advocates not
becoming entangled in a war of attrition. This law became an important
conceptin planning force structures, as evidenced by an article by Maj.
Gen. (ret.) Isaac Ben-Israel describing the tension between the desire
to utilize comparative advantage to the fullest and the need to provide
aresponse to the enemy’s force structure and doctrine.*

e. Timing and location are everything: The deliberations of a commander
in a defensive battle are similar to those of an investment manager
during a stock market crisis. An investment manager must decide
when to enter the stock market and how to identify stocks whose
price has dropped below what is reasonable. The deliberations of a
commander concerning the timing and location of a counter-attack
are very similar to those of the investment manager. In addition,
a commander deliberates whether to beef up the attack force with
reserves from other sectors and thus expose them to the attack. The
same applies to the investment manager, who debates whether to use
only the cash in his possession, or perhaps to take a loan in order to
buy stocks that appear at that time to be very inexpensive. Leveraging
can lead to large profits if decisions about the timing of entry into the
stock market and the choice of stocks turn out to be correct. Otherwise,
leveraging could lead to enormous losses.

The Difference between the Disciplines: “It Is Good to Die for
Our Country”

Many commanders claim that the readiness to die for one’s country and
comrades-in-arms distinguishes military thinking from the rationales of
other disciplines. In contrast, economic thinking assumes that human
actions are guided by the desire for economic achievements (along with
obedience to the law and normative behavior based on generally accepted
social values), and in the world of economics there is no situation in which
people sacrifice their lives for the good of the organization to which they
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belong. According to this argument, the situation in the military is special:
aconsiderable part of the training of soldiers is geared toward inculcating
in them adherence to the combat mission, to the point of potentially
sacrificing their lives.

Yet the very substantial difference between military culture and
economic culture notwithstanding, this difference is significant mainly
ona tactical level. Acts of heroism and sacrifice by individuals may change
the results in a battle, but only infrequently can they change a military
campaign, and they have even less influence on the outcome of a war.
The Japanese army during the Second World War provided a powerful
example of determination and willingness to sacrifice, but this sense of
sacrifice did notlead Japan to victory and in fact only increased American
casualties, and ultimately led President Truman to drop nuclear bombs on
Japan. Willingness to sacrifice one’s life is a very complex issue, and is a
subject beyond the scope of this article.

What Are Economists Supposed to Do (Other than Cut
Expenditures)?

The most common image of an economist is an expert at cost cutting who
does not consider the damage to operational effectiveness caused by cuts.
A senior infantry commander, in contrast, would claim that eliminating
brigade-based training for soldiers and giving preference to corps-based
training (such as that of the Armored Corps) will save money but cause
serious harm to brigade cohesiveness and the fighting spirit of the infantry
soldiers. Another example is provided by Professor Luttwak: he claims
economists prefer that refueling tankers for US Navy task forces be as
large as possible because one large ship is less expensive than two small
refueling ships. According to Luttwak, this narrow approach ignores the
risk of relying on one large ship: if it is damaged, the task force must return
to base.”

The two examples offered above falsely accuse economists of not
understanding that the yearning for efficiency and cost savings may harm
operational effectiveness. Essentially, economists engage in optimization
based on cost-benefit calculations, and economic analysis is intended to
identify the full costs of the options examined and the full scope of benefits,
and then compare them and select the optimal alternative. However, this is
not sufficient: economic analysis must also consider the benefits and costs
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that are not measurable, as well as the risks. There is an understandable
tendency to criticize economists for how they address non-measurable
variables. At the same time, there is insufficient appreciation of their
contribution to defining and measuring the benefits, the costs, and the
alternatives in the measurable areas. Defining and measuring these costs
and benefits is often a very challenging task, subject to a variety of logical
and empirical pitfalls, as will be described below.

Difficulties in Predicting the Future

Decisions about the future require an assessment of future costs and
benefits, sometimes for periods of many years. It is difficult to predict
the future. Thus, for example, the history of development and purchase
of hi-tech aircraft, missiles, and ships in the United States is an ongoing
story of enormous cost and schedule overruns. Israel is loth to disclose
information on the development costs of weapon systems, and only the
story of the Lavi fighter jet has become public knowledge. On this issue, the
State Comptroller’s report paints a picture that was similar to the situation
in the United States.

Economic “True” Cost vs. Budgetary Cost
Until 1995, manpower costs in the IDF were calculated incorrectly: the cost
of conscripts was calculated on the basis of their salaries and subsistence
(food, clothing, and the like). This method of calculation underestimated
manpower costs, as the budgetary cost was much lower than the economic
cost, which is defined as the loss of civilian GNP, as a result of military
conscription. There was a similar but less serious problem in calculating
the cost of reserve duty. This cost was computed on the basis of payments
received by reservists from the National Insurance Institute, which in many
cases were lower than the amounts they earned and reflected the value of
their GNP contribution (“economic cost”).®

Likewise, for many years, until the 1990s, economists focused
on the economic cost of foreign currency, as opposed to the official
exchange rate. Thus, for example, every time the profitability of local
production of weapons was examined, it was necessary to emphasize
that the effective rate of exchange was significantly higher than
the official exchange rate (this increased profitability of domestic
production).
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After the Second Lebanon War, a debate took place on the future of
Iron Dome, the anti-short range rockets defense system. Opponents, most
of them air force commanders, argued that it did not make sense to strike
arocket that costs about one hundred dollars with an interceptor missile
that costs fifty thousand dollars (in addition to the high cost of the batteries
themselves). Economists saw the issue from another angle. In their opinion,
the relevant question was not how much it costs to manufacture a rocket,
butwhat damages to property and human life and what loss of GNP result
from rockets striking a built-up area. Data from the Second Lebanon War
indicates that the use of Iron Dome can save several times the cost of the
batteries and interceptor missiles in relation to the expenses and damages
that would accrue without its deployment.

A Cost that Includes Expenditures on Operation and Maintenance

A comparison of the costs of weapon systems must take into account not
only the cost of the equipment (aircraft, tanks, missiles, and the like), but
also its life cycle costs (which includes development, maintenance, and
wear), and spread them across the entire period of its service. As time
passes, maintenance costs for the equipment rise. Therefore, it is very
important to correctly calculate the cost of manpower and spare parts. (If
maintenance costs are high, this means that the equipment has alow level
of readiness, which makes it necessary to acquire more and thus presents
as another expense.)

The Operational Benefit

Since the 1970s, there has been extensive literature in the United States on
operational benefit which, among other things, includes criticism of the
relentlessly rising costs of fighter jets and other advanced weaponry. The
Military Reform Movement established at that time (for which Professor
Luttwak is one of the mostarticulate spokesmen) advocated comprehensive
reform in doctrine, force structure, and procurement methods. Its slogan
was “more bang for the buck,” a demand to maximize the operational
effectiveness of every dollar in the defense budget.”

Cost-benefit calculations of this kind, of themselves difficult, require
the help of economists and performance researchers, even though in many
fields it is very difficult to quantify the operational benefit. For example,
it is difficult to quantify the benefit of a small and expensive brigade
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training depot, as opposed to a bigger and cheaper corps training depot.
Butas noted previously, economists must take the operational benefitinto
account, even though it is difficult to quantify.

External Economies

Economic theory conceptualizes the need to address all the results of
choosinga particular alternative, taking into account their effects on third
parties. This conceptualization is called external economies and external
costs.

The starkest examples of external disadvantages come from
environmental science. For example, the full economic cost of using
internal combustion engines is not only the cost of the fuel, but also the
damages from air pollution, traffic jams, accidents, and the like. Another
example is the economic cost of smoking, which is not only the cost of
manufacturing cigarettes, but also the damage to the health of smokers
(active and passive), which leads to lost work days and an increased health
budget.

A good example of external advantages in the economic-military realm
can be seen in the development of unmanned aerial vehicles (UAVs), which
provided the IDF with an original, innovative weapon system that has
promoted many operational capabilities since the late 1970s. In addition,
UAVs have become a major export. Another example is the great success
in exporting precision weapons and various types of missiles, command
and control systems, electronic warfare systems, advanced shells, aircraft
upgrades, and armored combat vehicles. All of these are byproducts of
Israeli investment in Israeli hi-tech.

These and many other examples indicate that estimates of the “defense
burden” are exaggerated. The costs of military research and development
appear as part of the defense budget, whereas the many economic benefits
inemployment and export are notreflected in the data used in discussions
of this budget. In addition, the many expenses for training commanders,
soldiers, and a large number of professionals improve Israeli manpower.
This is also an investment that yields great returns, and it is not reflected
in calculations of the burden.?

Smart bombs are, of course, much more expensive than “stupid” bombs,
but they make it possible to save on platforms and munitions. Smart
bombs have another important advantage: they greatly reduce the harm
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to uninvolved civilians (third parties or innocent bystanders). Israel has
faced this problem since it began to confront terrorist organizations, but it
was seared into consciousness as a result of the IDF’s lethal artillery fire in
Kafr Qana and the Goldstone Report, which investigated IDF conduct in
Operation Cast Lead. The ability to hit a pinpoint target without hurting
uninvolved civilians has in recent years become a force multiplier, because
itallows the IDF to employ weapon systems without becoming entangled
in delegitimization, which in turn makes it difficult to use the army’s full
capabilities.

Quantification of Risk

How can the risk associated with two alternatives be represented? How
can the probability of negative scenarios, and the possible harm they might
inflict, be quantified? These are the most difficultissues that an economist
must examine. As the discussion above indicates, the economist must
address the risk even when it cannot be quantified.

Business uses rules of thumb that are simple but not necessarily precise
in order to express risks. For example, the interest that banks charge for
loans is a function of a number of economic variables associated with the
purpose for which the loans are taken and the risk involved in granting
the loan: the product the borrower is producing, the borrower’s industry,
economic history, experience in the field, and the like. Another example
is the common use of extreme scenarios (stress tests) for assessing the
capital adequacy of financial institutions (reminiscent of the “all of them,”
scenario, an important planning scenario used in the years prior to the Six
Day War, which imagined a coordinated attack on Israel by all the Arab
armies). Over the last generation, financial-mathematical risk management
tools have been developed, but this is still a narrow field within economics
and therefore concrete achievements to date in conceptualizing and
quantifying business risks are still modest.

Accordingly, an economist, like a commander, must think in terms
of risk. The benefits and costs calculated must also express the risks
associated with the various alternatives. It is very difficult to quantify the
risks, but they must be addressed and not swept under the rug.

Economic thinking, therefore, focuses not only on the cutting of
expenses; it is meant to take into account the impact of savings on
operational effectiveness and express it in calculations of cost and benefit.
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Do economists always work this way? Not necessarily. They are liable to err
because they use bad data and because of many other errors characteristic
of human endeavor. Simply put, not all economists are geniuses, but
neither are all commanders. Both economists and commanders must
exercise judgment and use experience and intuition when they cannot
obtain data or when the data is partial and includes a great deal of “noise.”

What Economists Have Achieved in Practice: The United States
and Israel
It is common to see the tenure of Defense Secretary Robert McNamara
(1961-68) as the golden age of defense economists. McNamara and his
whiz kids brought a fresh spirit to military-economic thinking, aiming to
avoid redundancy and waste, introduce rationalization into development
and procurement processes, and extract more defense from every dollar.
One of the most famous examples of the work of McNamara and his whiz
kids is the cancellation of the B-70 supersonic bomber project. This was
a very expensive bomber that the Strategic Air Command wanted, even
though the need for it was significantly reduced after the transition to
intercontinental ballistic missiles. McNamara’s economists also forced
the Tactical Air Command to buy US Navy A-7 and Phantom jets fighter
jets. The Phantoms were originally developed for the Navy in the 1950s
and were found to be excellent planes (the Israeli Air Force continued
to use them until 2005). Those same economists also contributed to the
development of the F-111 light bomber, which was controversial but has
stood the test of time.’

The basis of these and other examples was McNamara’s approach to
defense economics:

It cannot be assumed that a new weapon would really add to
our national security, no matter how attractive the weapon
can be made to seem, looked at by itself. . . .You have to con-
sider a very wide range of issues — the missions our forces
must be prepared to perform, the effects of a proposed sys-
tem on the stability of the military situation in the world, the
alternatives open to us for performing the missions required.

You cannot make decisions simply by asking yourself
whether something might be nice to have. You have to make
ajudgment on how much is enough.
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I emphasize judgment because you can’t even be sure
yourself, much less prove to others, that your decision was
precisely right to the last dollar — even to the last billion dol-
lars. But the decision has to be made.

McNamara pointed out the considerable difference between the way
in which decisions were made on these issues in his day and the way in
which they had been made previously:

Formerly, an arbitrary budget ceiling was fixed for national
defense, and funds were then apportioned among the Ser-
vices. Today we examine all our military needs, and then
decide at what point our military strength is in balance with
the requirements of our foreign policy.

There are, of course, sharp differences of opinion on
where we should spend our marginal defense dollars. And
here is where the responsibility most clearly falls on the Sec-
retary of Defense, because here is where it must fall not only
constitutionally but under any rational system. For these deci-
sions can only be made from the point of view of the defense
establishment as a whole, not from the point of view of the
individual Services. Indeed the very biggest decisions —such
as the basic kinds of forces we need, and the occasions on
which we might want to commit these forces —must be made
at an even higher level: for they involve basic questions of
national policy which transcend the interest of the Defense
Department, or the State Department, or indeed any part of
the government, and must be made at the Presidential level.”

McNamara's resignation and the weakening of the Defense Department
in the wake of the failures of the Vietnam War, as well as the military
and industrial establishment’s opposition to centralized management of
the department, led to a decline in the influence of economists in defense
decision making in the United States. However, the tools introduced by
McNamara for defense budget preparation are used to this day: a multi-
year planning system, the Planning, Programming, and Budgeting System
(PPBS), and systems analysis.

To be sure, the quantitative approach introduced by McNamara and his
whiz kids had negative aspects as well. In many cases, the Department of
Defense applied statistical indices that had no operational meaning, which
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resulted in wasted resources and growing alienation between Washington
and US forces in Vietnam.

And what about Israel? As far back as 1963, the Ministry of Defense
established an economic consulting unit, headed by Dr. Eitan Berglas, which
worked separately from the unit of the chief of staff’s financial advisor.
Berglas resigned in 1966, and was only replaced in 1969 by Professor Pinhas
(Siko) Sussman. The economic advisor attempted to operate in a way that
was similar to McNamara’s whiz kids in Washington, but he had much less
influence. One of the important projects undertaken during Sussman’s
time pointed to the feasibility of developing and manufacturing the
Merkava tank, as opposed to purchasing the American M-60. Sussman’s
report on this issue was prepared in 1970 after Great Britain reneged on
its agreement to supply Israel with modern Chieftain tanks, when the IDF
was trying to decide which tank would replace its Centurions and Pattons."
Unlike Sussman, Zvi Tropp, the Defense Ministry’s economic advisor in
the mid-1980s, did not play a significant part in the stormy debates around
the decisions on developing the Lavi jet fighter or, later, on terminating
the project.

Economists in Israel dreamed of having a defense minister like Robert
McNamara, who was assisted by economists and systems analysts in
setting policy. This did not happen. In fact, to this dayj, it is the financial
advisor to the chief of staff, the Planning Branch in the General Staff,
and the Administration for Research and Development of Weapons and
Technological Infrastructure in the Ministry of Defense that play the key
roles in economic analysis of defense systems, not professional economists
in the Prime Minister’s Office, the Defense Ministry, or the Knesset.

Conclusion

This article has attempted to bridge between military thinking and
economic thinking and show that the two disciplines are similar in their
conceptual basis and that commanders and economists work in a similar
manner. How is it possible, then, to explain the annual stormy deliberations
on the defense budget? The main explanation is that commanders wish
to achieve a large and sophisticated order of battle and that they aspire to
provide Israel with the maximum possible defense output at minimum
risk. On the other side are the economists, who represent the need to save
on expenses — to reduce redundancy, eliminate superfluous activities,
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and simply become more efficient. Every organization has this need, and
certainly a large defense establishment such as Israel’s. In addition, it is
necessary to meet other state needs — those that contribute directly to
national strength as well as those that are important to quality of life.

The two sides in the debate generally have a positive starting point.
However, it is difficult for them to reach understandings and agreements
because of aninability to predict and quantitatively assess the full costs and
benefits (including the risks) of the various alternatives of national defense
policy and the budgets derived from them. There is no dispute that Israel
is exposed to threats in a number of fronts and that defense needs are both
substantial and expensive. The budgetary disputes that arise every year
are mainly a result of the absence of clear guidelines concerning national
defense objectives, the ranking of threats, and the levels of risk on the one
hand, and the needs of civil society on the other.

The description above does not tell us much that is new. During
the last decades, a great deal of ink has been spilled on attempts to
upgrade the process of the defense budgeting, and there is still along
way to go. The last of these attempts was the May 2007 report of the
Brodet Committee, most of which is devoted to proposals for reform
of procedural and administrative aspects of the budget. Essentially,
the committee recommended that mediation between the budgetary
demands of the military and the economic affordability “must be
carried out at the political-military cabinet level after setting clear
and distinct priorities for the tasks, in accordance with the possible
size of the trained order of battle subject to budgetary constraints,
including full responsibility for the risks of failing to provide a
response, or providing only a partial response only, to the threat
being analyzed and the scenario that was adopted.”"

In order for the political-military leadership to be able to work as the
committee suggests, it needs professional bodies — that are not part of the
IDF or the defense establishment — to carry out staff work. The Brodet
Committee also recommended that the National Security Council be the
main body to coordinate the staff work on the defense budget. It repeated
similar recommendations made previously by the state comptroller and
the Meridor Committee from 2006."

It is reasonable to assume that implementation of the Brodet
Committee’s recommendations would significantly reduce the decibel
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level of the disputes between commanders and economists. Unfortunately,
the committee’s recommendations relating to the key processes for setting
the defense budget were not implemented.

In conclusion, there are thus no conceptual differences between
military thinking and economic thinking, but there can be professional
differences of opinion in confronting specific issues because of the
difficulty in quantifying costs and benefits, particularly the aspect of
risk management. The raucous, nerve-wracking debate during annual
deliberations on the defense budget does not result from a fundamental
gap between the two disciplines. It may be attributed, first and foremost,
to the political-defense leadership’s management of the process, which
is not orderly, and to the lack of independent military staff that does not
come from the defense establishment to help the government and the
Knesset. It is unfortunate that the Brodet Committee’s report, which was
the latest attempt at a revolution on this important issue, did not succeed
in changing the situation.
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Iron Dome’s Impact on the
Military and Political Arena:
Moral Justifications for Israel to Launch
a Military Operation against Terrorist
and Guerrilla Organizations

Liram Stenzler-Koblentz

The military and political arenas are closely linked in Israel’s fight against
terrorist and guerrilla organizations. Israel is a democratic country subject
to legal and moral constraints and restraints, and therefore, when it
initiates a military operation against such organizations, its justifications
are important, as they will later affect its international legitimacy or lack
thereof. This article discusses the Iron Dome system, which is designed
to provide active protection for Israeli citizens. It attempts to answer the
question whether there can be moral justification for Israel to launch a
comprehensive military operation against a terrorist organization when it
possesses such a system.The discussion of the question makes reference to
a system of moral principles (jus ad bellum), which is part of just war theory
and can help in making judgments about when there is moral justification
for going to war.

Keywords: just war theory, morality, low intensity warfare, Iron Dome,
legitimacy, diplomacy, just war, jus ad bellum

Introduction
Since the end of the Yom Kippur War, Israel has been forced to confronta
change in the nature of war: a transition from conventional war between
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regular state armies to low intensity conflict, that is, combat mainly against
non-state actors (terrorist and guerrilla organizations).' A key characteristic
of this type of conflict is the blurred distinction between the home front
and the battlefront,” as terrorist organizations launch missiles and rockets
at the Israeli home front from the heart of the civilian population, turning
itinto a battlefront.

Some of the non-state actors are semi-military. For example, in 2007,
after Hamas took control of the Gaza Strip, it established an orderly
military framework with brigades, battalions, companies, and platoons,
as well as dedicated units such as a coast guard. The military framework
also includes advanced weaponry, such as rockets of various ranges.® As
a semi-military organization, Hamas is able to pose a constant threat to
disrupt the lives of Israeli citizens.

Another characteristic of low intensity conflict is the impossibility
of aiming for total surrender by the enemy. Physical concepts such
as conquering territory and destroying divisions, which form part
of conventional wars, are replaced by more fluid concepts, such as a
reduction in the intensity of terrorism and achievement of a reasonable
level of personal security. The objectives of combat today have a stronger
psychological element than in the past, as they are intended to harm the
moral and social robustness of the other side.*

The aim of harming the adversary’s moral and social strength is
reflected in comments by Yuval Bazak, formerly head of the combat
doctrine division in the IDF General Staff. According to Bazak, the IDF
and Hizbollah had contradictory strategies in the Second Lebanon War:
while the IDF was working to demonstrate air superiority over Hizbollah
in Lebanon, Hizbollah launched its rocket arsenal from within population
centers and fired at the Israeli civilian front without directly confronting
Israeli power. Its objective was to restrict the IDF’s ability to operate by
provoking the Israeli public to pressure the government to cease fighting
in order to prevent further Israeli casualties and condemnation from the
international community.®

We can apply this claim by Bazak to the conflict between Israel and
Hamas as well. Hamas launches its rockets against the Israeli home
front from within a civilian environment because it assumes that the IDF
would find it difficult to respond with the necessary efficiency for fear
of harming innocent civilians and given the constraints stemming from
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Israel’s democratic and moral nature.® If Israel does choose to take action,
itis likely to deepen the sense of delegitimization within the international
community, which sees it as fighting an unjust war.”

One of the main problems Israel faces in this context stems from the
fact that it must act to protect the security of the country and its citizens
by thwarting and reducing the level of terrorism, while simultaneously
striving for legitimacy and backing for its operations in the international
arena (which includes international organizations such as the United
Nations, the European Union, and various countries). The Goldstone
Report, published following Operation Cast Lead in the Gaza Strip
in 2009, triggered a wave of international condemnations of Israel and
made decision makers realize that legitimacy for a military operation is an
integral part of the operation itself.® The importance of legitimacy for Israel
was also addressed in a report by the Reut Institute in 2010. The report’s
authors argued that the Second Lebanon War and Operation Cast Lead
starkly revealed the emergence of a strategic threat to Israel in the form of
political and diplomatic delegitimization (such as the academic boycottin
Great Britain and the Belgian boycott of a bank that has ties with Israel),’
which could become an existential threat within a few years. This makes
the military arena secondary. In the opinion of the authors, a new defense
concept should be developed, one of integrated victories along several
fronts (military, media, the home front, and the political-diplomatic front),
all of which are interrelated in a variety of ways.!* Certainly the military
and political arenas are closely connected: because Israel is a democratic
country and therefore subject to legal and moral constraints and restraints,
it is important that any military operation be justified, a matter that will
later affect its legitimacy or lack thereof.

This article will discuss Iron Dome, Israel’s anti-rocket and anti-missile
defense system, and the moral justifications™ it provides for launching a
comprehensive military operation' against Hamas and Hizbollah in the
future.” The article attempts to answer the question whether it is morally
justified for Israel to undertake such an operation against an aggressive
terrorist organization when Israel has Iron Dome.** The article also aims
to underscore the importance for Israel of upholding moral principles
before launching a military operation that will involve the use of force,
in order to secure international legitimacy and backing for the move. The
discussion will be normative and will make use of a system of principles
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from the realm of morality (jus ad bellum), which is part of just war theory
and which helps us judge when going to war is morally justified. The article
will not discuss questions concerning the actual methods of combat, but
rather questions related to the justification for engaging in war. The issue
of international law will also be addressed, but will not be a main focus.

The Iron Dome system was at the heart of Operation Pillar of Defense
in the Gaza Strip in 2012, whose aim was to protect Israel’s citizens from
the increasing number of rockets being fired from Gaza. The operation
included aerial attacks on Hamas’s long range missile stockpiles, strikes
against its infrastructures, and assassination of its officials, the most
conspicuous of whom was Ahmed Jabari, commander of the organization’s
military wing. Pillar of Defense also included, for the first time, active
defense of Israeli citizens through the use of Iron Dome, which reportedly
had an 84 percent success rate in intercepting rockets."

Israel had made use of the Iron Dome system even before Pillar of
Defense, but this operation established the technology and affirmed
its role as an effective means of defense against a concentrated rocket
attack. The system’s technological capability is a mixed blessing: while it
gives Israel the ability to defend its citizens more effectively and prevent
terrorist organizations from achieving their objectives, it could lead to the
international community adopting more restrictive standards regarding
the launch of a military operation, thereby limiting Israel’s freedom of
action.

The Iron Dome System: Background

Iron Dome is an active defense system designed to intercept and destroy
missiles and rockets while they are still in flight and have not yet reached
their destination. It provides an operational response to the threat of high
trajectory weapons intended to harm Israeli population centers. This
system, which strives to reduce injury and damage to the Israeli home front,
complements passive defense (such as having civilians stay in protected
spaces) as well as offensive military operations by the IDF on the battle
front. Iron Dome was developed by Rafael (the main contractor), mPrest,
and Elta'® to protect Israeli civilians and strategic facilities from rockets
with short ranges — four to seven kilometers — in all weather conditions
and while confronting a large number of threats simultaneously. Because
it uses radar, Iron Dome can identify the missile launch site, the missile’s



LIRAM STENZLER-KOBLENTZ | IRON DOME'S IMPACT ON THE MILITARY AND POLITICAL ARENA

ballistic trajectory, and the anticipated point of impact. On the basis of this
data, it determines whether interception is necessary: if it is clear that the
anticipated point of impactis a populated area or is near strategic facilities
(previously designated for protection), the rocket will be intercepted by
a Tamir missile."”

The first operational use of Iron Dome took place in April 2011, when the
system intercepted rockets fired at Gaza’s perimeter communities and at
southern cities such as Beersheba and Ashkelon. By April 2012, Iron Dome
had achieved ninety-three interceptions in various operations.” However,
Pillar of Defense was the first extensive operation in which the IDF used
the system. Four overlapping Iron Dome batteries were deployed over most
of the urban areas in the southern coastal plain and the northern Negev
in order to provide a response to the rockets that would be fired by the
terrorist organizations from the Gaza Strip. Three days after the start of the
operation, a fifth battery was deployed in Gush Dan to provide aresponse
to the rockets that would be launched at Tel Aviv and the surrounding area.

Operation Pillar of Defense proved Iron Dome’s importance as a
response to the rockets fired by terrorist organizations: it has a success
rate of 84 percent. Of the 1,532 rockets fired at Israel, only 500 were targeted
by Iron Dome — namely, those rockets that would have struck populated
areas or strategic facilities."”

Just War Theory and Israel’s Moral Justifications for Launching
a Military Operation

Just war theory is a moral framework that includes concepts, criteria,
and rules. It is an agreed system of principles that serve as a basis for
discussions on questions about the morality of war. The theory is divided
into two main parts: the justification for going to war (jus ad bellum), which
comprises the reasons that political leaders decide to go to war, and the
justice of the conduct of the war (jus in bello), which refers to the methods
states use during combat. A third part, called jus post bellum (post-war),
was developed later. It includes one state’s rights and obligations toward
the other state after the war and during the pursuit of peace.?

A democratic country such as Israel, which strives to maintain morality
inwarfare, must actin a manner that conforms to the system of principles
embodied in this theory. When examiningIsrael’s options for responding
to armed attacks by Hamas or Hizbollah against its citizens in the future,
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we would do well to focus on jus ad bellum, which deals with the moral

justification for going to war. This includes a system of principles with

six parts:

a. Justcause: The state must prove that it has a justified reason for going
to war.

b. Legitimate authority: The legal authority to declare war is in the hands
of a person or body authorized by the state.

c. Reasonable hope of success: A state may use force and go to war only
on condition that there is a reasonable chance of succeeding.

d. Lastresort: A state may go to war only as a last resort and on condition
that other alternatives have been tried.

e. Right intention: A state may go to war only on condition that its
intentions are “pure” (for example, not for revenge) and when its
intention is to promote the good and prevent the bad.

f. Proportionality: A state must prove that the benefit of the war to one
side will justify the damage it will cause to the other side.”

A state must meet all six of these criteria in order to have moral justification

for going to war.

The rocket and missile barrages against the Israeli home front by
terrorist organizations in the Gaza Strip and in Lebanon constitute an attack
on innocent civilians, and the government therefore has a responsibility
to identify immediate measures it can take to protect their security. As
such it must examine the moral principles, which are harder now for
Israel’s government to justify in advance of a military operation because
today Israel has a system capable of providing significant protection to its
citizens. In this context, application of the underlying principles is unlikely
toyield a different answer, as these principles do not embody the concept
of immediate defensive capability.

The Principle of Legitimate Authority

Because Israel is a democratic state, any decision to launch an operation
will generally be taken by ministers of the political-security cabinet, the
forum that is authorized to make decisions even without convening the
government plenum. Such an operation will generally be announced by
the Prime Minister, the Defense Minister, or both.??
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The Principle of Reasonable Hope of Success

Before the Second Lebanon War was launched, excessively ambitious goals
were set for this campaign, despite the absence of an orderly discussion on
the subject. Presumably, the fact that lessons were indeed learned from the
failures of that war means that in the future, before it launches a military
operation, the political leadership will consult extensively with defense
officials in setting the goals of the operation. In general, these will be limited
goals that decision makers believe the IDF can achieve, and their purpose
will be to remove the immediate threat to Israeli citizens and to increase
Israel’s deterrent capability by striking at the terrorist organizations’
infrastructures and weapons stockpiles.?

The Principle of Right Intention

When Israel, as a moral, democratic state, initiates a military operation,
its goal must be to thwart offensive operations against it, now and in the
future. An assessment of Operation Pillar of Defense indicates that its
goals were to strengthen the IDF’s deterrence; to strike hard at the Hamas
rocket arsenal; to deliver a harsh blow against Hamas and other terrorist
organizations; and to minimize harm to the Israeli home front.** In other
words, the operation was geared toward current and future defense of the
citizens of Israel.

In contrast to these three principles, which are unlikely to change, there
are three other principles that the international community might examine
more stringently than in the past given that Israel will make use of Iron
Dome to provide better protection for its citizens.

The Principle of Just Cause

A state has a moral obligation to protect its territorial integrity and political
sovereignty as well as the life and freedom of its individual residents.” The
scenario of a rocket attack, which could place Israel’s citizens in extreme
danger, would require the government to do everything in its power to
protectits citizens. International law, a tool whose purpose is to minimize
violence in the international arena, also addresses the importance and
centrality of the act of self-defense, relying on the tradition of just war.?
The UN Charter, in article 2(4), prohibits the use of force or the threat of
use of force by one state against another state, or against its territorial
integrity or political independence. However, it recognizes exceptions, the
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foremost being article 51, which allows a state to use force for self-defense
in response to an armed attack against it.

When Israel undertakes a military operation against terrorist
organizations that have attacked it, as it did in Operation Pillar of Defense,
itis justified by the right of self-defense, as affirmed by the Israeli Foreign
Ministry when it asserted the obligation to defend its citizens and eliminate
the strategic threat they face.” This right to self-defense resurfaced after
the start of the campaign in comments by Israel’s ambassador to the
United Nations, Ron Prosor, who noted that in previous months, he had
warned countless times about the possibility of escalation in the south if
Israeli citizens continued to be the victims of terrorist attacks by Hamas.
According to Prosor, the UN Security Council had chosen to remain silent
and do nothing. The ambassador added that Israel has the right and the
obligation to defend its citizens and that it would not play Russian roulette
with their lives.”” A significant and important portion of the international
community, including the United States and the European Union,
supported this right. US President Barack Obama stated that Israel has
the right to defend itself from the ongoing rocket fire, and the EU declared
that there is no justification for deliberately firing on innocent civilians
and that Israel has the right to protect its population from such attacks.*

Self-defense is also subject to restrictions. On this matter, a distinction
must be drawn between a moral action taken in the name of self-defense
and an immoral action. The morality of an action is assessed through
questions such as whether the state’s response to an attack was indeed
necessary and whether it was proportionate.* These questions lead to
the following two principles: the principle of last resort and the principle
of proportionality.

The Principle of Last Resort
Before deciding to launch a military operation, the government of Israel
has a moral obligation to consider whether it has done all it can to protect
Israelis fully in a way that will actualize its right to self-defense on the
one hand, yet prevent the use of military force on the other. If it answers
in the affirmative, it will be easier for Israel to morally justify launching a
military operation.

Whatalternatives are available to the government of Israel for preventing
missile strikes? The first option is to use Iron Dome to intercept missiles
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directed at Israel and, at the same time, to take non-military measures
against the attacker, that is, political sanctions and political-diplomatic
measures. Political sanctions include restricting fishing zones or closing
border crossings through which goods are imported to a given area (an
example of this is the sanctions imposed on the Palestinians after rockets
were fired at Israel in March 2013).* As for political-diplomatic measures,
the most obvious one is to appeal to the UN Security Council and ask it
to condemn the operations of the terrorist organizations and call for an
immediate cessation of rocket fire against Israel (an example of this is the
appeal by Israel’s UN ambassador for a condemnation of rocket fire against

Israel in April 2013).%

This path of political-diplomatic measures, along with defensive
measures and the refraining from offensive measures, seems unrealistic
for several main reasons:

a. An active defense system like Iron Dome cannot provide “hermetic”
protection for residents of Israel because of alack of technical capability
in two areas: First, the system cannot intercept missiles within a range
of four kilometers, which means that most of the Gaza perimeter
communities (in the case of missiles fired by Hamas) and many
communities along the northern border (in the case of missiles fired
by Hizbollah) cannot be protected by Iron Dome. Second, the system
has anotinsignificantrate of failures in intercepting missiles aimed at
Israel (an example is its lack of success in intercepting Grad rockets fired
ataresidential area in Eilatin April 2013).* In addition, in spite of Iron
Dome’s existence, Israelis still have to stay in protected spaces during
an attack, and sometimes they are still wounded in such a situation. (An
example is the moderate injuries sustained by a resident of the Sha’ar
Hanegev Regional Council area, who was in a protected space during
the successful interception of a rocket fired from the Gaza Strip).* The
system also cannot completely prevent side effects from the firing of
missiles. Examples include harm to the mental health of civilians and
physical damage to civilians injured by fragments from the interceptor
missiles. Other possible adverse effects include millions of shekels
in economic damage to Israel®® because of the closure of schools, the
loss of days worked by parents, the closure of places of entertainment,
the mobilization of reserve soldiers, and damage to private homes,
businesses, infrastructures, greenhouses, and crops in open spaces.
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Iron Dome also cannot be used over an extended period of time because
of the cost of the interceptor missiles, estimated at some $40,000-$50,000
per missile.” In addition, there is concern that the terrorist organization
will learn and internalize the system’s weaknesses, and if the system
does not perform well, it will undermine Israel’s deterrent capability.*

. Itis not possible to thwart the rocket threat through defensive action

only. Offensive actions and operational prevention complete the
response to rocket fire directed at Israel’s citizens.*

Israel’s ability to deter terrorist organizations could be eroded. If there
is no military response, these organizations are liable to feel that they
can continue to fire missiles at Israel in order to disrupt the daily life
of Israeli citizens.

. The government could lose legitimacy among Israel’s citizens if they

feel unprotected and frustrated by its impotence against an aggressive
terrorist organization. The loss of legitimacy could bring down the
government, and thus, presumably it would do everything in its power
to avoid that.

Diplomatic measures such as turning to the UN Security Council will
usually not produce operational results that will assist in stopping
the fire, as evidenced by the number of resolutions condemning
Israel because of the Palestinian issue over the years, compared to
the negligible number of resolutions condemning the Palestinians.*
Another example is Ambassador Prosor’s comments about the Security
Council’s impotence in the face of Hamas missile fire.*!

The second alternative is for the government to use military force, that

is, to launch a military operation against those who fire the rockets. Here too
we can distinguish between two types of operation. The first is a targeted
operation in response to offensive actions by terrorist organizations, such
as an aerial attack on terrorist cells or on various targets, including terror
infrastructures, smuggling tunnels, and weapons manufacturing sites.*?
The second is an extensive operation, that is, a comprehensive military
operation. A targeted military action to thwart the missile fire might give
rise to two main problems:

a. Therocketarsenals of Hamas and of Hizbollah may be very large, and

therefore, a targeted strike by Israel would not cause any real damage
to the two organizations’ missile firing capabilities and would not lead
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to along term solution to the problem. According to IDF assessments,

Hizbollah alone possesses more than 40,000 rockets.*

b. Hamas and Hizbollah are liable not to be deterred by an IDF operation.
A targeted Israeli military action could create limited deterrence and
fail to stop the rocket fire and the erosion of Israeli deterrence.

On the eve of Operation Pillar of Defense, Israel was careful to argue
thatin spite of the periods of escalation that preceded the action (in April,
August, and October 2012), it had made every possible effort to respond
to the missile fire with restraint.* Israel noted that it had used the Iron
Dome system, which was intended to minimize damage to the property
and lives of Israelis, as well as targeted operations in the Gaza Strip, such
as an aerial attack in October 2012 on a terrorist cell that was in the final
stages of preparing to fire rockets at Israel.*® Only when it became clear
to decision makers that the rocket fire was increasing and the danger to
Israeli citizens was not diminishing did they realize that Israel must launch
a military operation.

A future rocket attack on an Israel equipped with the Iron Dome system
will further highlight the importance of the principle of “last resort.” As a
result of Israel’s ability to protect its citizens and to minimize damage to
them, the international community will expect Israel to be more cautious
than in the past when exploring the option of launching a military operation.
Itwill expect Israel to devote more time to examiningalternatives other than
Iron Dome in order to protectits citizens. However, given the weaknesses
of the other options, as discussed above, it will then be possible to morally
justify launching a military operation.

The Principle of Proportionality

In the future, before Israel makes a decision to launch a military operation
against terrorist organizations, the international community will ask it to
prove that the goal and results of the operation, which are legitimate in and
of themselves — preserving the welfare, life, and property of Israeli civilians
—morally justify the anticipated physical damage (injury or death) and the
property damage to Palestinian or Lebanese civilians. Israel’s use of Iron
Dome highlights this principle. Even before the system was in use, the
asymmetry between Israel and Hamas was evident, particularly in terms
of the disparity in military capability and consequent harm to innocent
Palestinian civilians. This asymmetry has now increased even further:
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not only do most Israeli citizens* have the ability to protect themselves
passively (by staying in a protected space), in contrast to the Palestinians,
but Israel also has the ability to protect its citizens actively (though not
“hermetically”).

The fact that Hamas deliberately chooses to operate from civilian
population centers in order to push Israel into a corner and cause it to
attack innocent civilians does not detract from the moral argument that
Israel must justify the harm it would cause to those Palestinian civilians.
Israeli military action against a terrorist organization alongside the use of
Iron Dome could lead to arguments that Israel is better able to defend its
citizens and their property than in the past, whereas its military operation
could cause death and suffering to Palestinians who are unable to protect
themselves (and whom Hamas has no desire to protect). Thus, any future
Israeli military action against the terrorist organizations in the Gaza Strip
is liable to lead to Palestinian civilians being presented as the underdog,
more so than in the past.

Armed conflict between Israel and the Palestinians will result in much
damage and many casualties among the Palestinians and more limited
damage and fewer casualties on the Israeli side, as is typical of asymmetric
conflicts between a strong party and a weak party. This situation is liable to
cause the international community to doubt Israel’s moral considerations
and thus to weaken the legitimacy of Israel’s military operation. Such
asymmetry is starkly apparent, for example, in the number of those killed
and wounded during Operation Pillar of Defense. On the Israeli side, six
civilians were killed and 269 wounded (a figure that also includes those
suffering from shock).*” Among the Palestinians, 167 were killed and 1,200
injured (87 of those killed were non-combatants, 69 were combatants, and
the status of the others is not clear).*®

In the final analysis, although Israel has a greater ability to protect its
citizens, it lacks the ability to ensure their wellbeing without an offensive
solution. Neither the passive protection options nor the Iron Dome active
defense system can provide full and immediate security to Israeli citizens.*’
Therefore, Israel has moral justification for taking military action, even if
doing so could endanger civilians on the other side.
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Conclusion and a Look to the Future

According to Prime Minister Benjamin Netanyahu, delegitimization of
Israelis one of the greatest moral failings of our time.” This delegitimization
results from international denunciation of Israel’s activities in several
areas, not only the military realm. However, the central role security plays
in Israel makes this the main issue.

Morality and legitimacy are fundamental parameters that are closely
connected to the military domain. Terrorist organizations know this, and
they seek to undermine Israel’s moral strength. Israel, which is sensitive to
theloss of life of its citizens, is sometimes forced during IDF operations to
harm innocent civilians on the other side in order to protectits own citizens.
Such harm will result in the international community’s failing to grant
legitimacy to IDF operations and in delegitimization of the State of Israel.

If Israel aspires to succeed not only militarily,” but also in explaining
its policies and in the political-diplomatic realm — that is, in receiving
legitimacy and backing for its operations from the international community
— then it must constantly maintain a balance between its most important
role, protecting the safety and security of its citizens, and preserving its
moral character. This quality is reflected, inter alia, in an operation that is
in accordance with the set of principles of just war theory in all aspects of
thelaunch and conduct of a military operation. In the opinion of Professor
Michael Walzer, not only are statesmen and soldiers aware of the moral
aspect of war; mostindeed wish to act and to be seen to actin a moral way.*?

This article sought to examine the extent to which in the future Israel will
adhere to the moral principles that justify launching a military operation.
It assumes that because Israel has the Iron Dome system, the international
community might deny the legitimacy of such an operation. Accordingly,
when Israel did not have areal defensive tool that could protect large areas,
the necessity of a military operation was clearer and left Israel with more
moral leeway. Now that Israel can endure more massive rocket fire than
in the past with much less harm to property and human beings, it will
have to prove three main points to the international community before it
undertakes military action:

a. Thatits reason for initiating the operation is justified.
b. That before it chose the military option, it carefully examined other
courses of action that do not involve the use of force.
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c. That the benefit of the operation to Israel’s citizens justifies the harm
that could be caused to the opposing side.

Examination of these issues indicates that even though Israel has Iron
Dome, it is morally justified in launching a military operation against a
terrorist organization thatis firing rockets at it. There are two main reasons
for this. First, a ceasefire cannot be achieved without using preventive and
offensive measures. Second, Iron Dome is not a magic bullet. It does not
enable “hermetic” protection of the Israeli home front and cannot prevent
the side effects of missile fire.

At the same time, the State of Israel’s moral justification for initiating
a military operation does not justify conduct of warfare from the IDF’s
perspective. Presumably, because Israel made do with an aerial operation
and avoided a ground operation in Operation Pillar of Defense,* the
hostilities ended with the (relative) support of the international community
intact: many leaders, first and foremost the President of the United States,
supported Israel’s right to self-defense. This support was also evidentin a
poll conducted by CNN, which showed that 57 percent of the respondents
in the United States thought that the military operation in the Gaza Strip
was justified, while 24 percent opposed it.**

The decision to avoid a ground operation can be credited mainly to Iron
Dome, which helped protect the Israeli home front more effectively thanin
the past and thus helped reduce public pressure on the government. This
in turn gave the government more time to make decisions.®

The discussion above indicates that Israel’s main problem now is
actually liable to relate to the type of operations undertaken during the
fighting. These correspond with the second part of the principles of just
war theory, the manner of fighting (jus in bello). Henceforth, Israel will
need to be much more careful than in the past in terms of the amount of
force it uses and the duration of a military operation, so as not to cause
too much harm to the other side. Such harm could increase the imbalance
between the two sides and thus lead the international community to deny
the legitimacy of Israel’s actions.

We can expect thatin a future Israeli military operation against terrorist
organizations, the approach used during Operation Pillar of Defense —an
air attack followed by negotiations with the mediation of a third country
in order to avoid a ground operation — will likely be used again. This
would allow Israel to achieve the goals of the operation while maintaining
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international legitimacy. Such a scenario could provide an opening for a

future discussion regarding the moral justification of measures taken by

Israel during combat when it has a defensive system available in the form

of Iron Dome.
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Russia’s Security Intentions in
a Melting Arctic

Lincoln Edson Flake

As the only non-NATO littoral state in the Arctic, Russia’s policies have
great relevance for the region’s security environment. A series of military
deployments and announced upgrades to infrastructure and weapon
systems since 2007 have led to speculations that Moscow seeks to re-
militarize its Arctic sector in anticipation of a warmer climate in the region.
Using strategy documents and policy pronouncements since 2008 as
instruments of analysis, this paper considers Moscow's security intentions
in a climatically changing Arctic. The findings reveal that Russia is not on
course to reconstitute its prior military strength in the Arctic and is generally
disinclined to initiate an arms race. Instead of supporting a “Great Game”
confrontation, Russia’s military footprint in the Arctic is increasingly linked
with the Kremlin's controversial jurisdictional assertions.

Keywords: Russia, Arctic, military, climate change, maritime jurisdiction,
militarization, state strategies

Introduction

Since the record-breaking 2007 summer ice melt, two narratives have
dominated analyses of Russia’s Arctic strategy. The first to take root
was based on a zero-sum, confrontational approach, according to which
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Russia acts unilaterally to achieve its expansionist strategic interests.
The theatrical planting of a Russian flag on the North Pole seabed and
provocative bomber flights along NATO’s Arctic frontier in 2007 were
two early data points for this pessimistic appraisal of Russian motives.
The second narrative has developed more recently and argues that the
Kremlin appreciates thatits own interests are best served through bilateral
and multilateral compromise. Evidence in support of this argument has
been plentiful recently and includes the 2010 Russia-Norway maritime
delineation agreement on the Barents Sea and the Arctic Council’s first
binding treaties, on search-and-rescue in 2011 and oil-spill response in 2013.

Concurrent with these narratives are differing assessments of Russia’s
military intentions in the Arctic. As climate change opens up a more
accessible theater of operations in the Arctic for the world’s navies, littoral
states are increasing the tempo of military maneuvers in the region. Russian
activity is especially pronounced, out-pacing all other Arctic nations in
terms of military forces operating in both the air and maritime realms.
Some commentators have noted the risk of instability and the potential for
an arms race between the four NATO rim states and Russia as a result of
numerous interstate disputes, most of which involve lucrative economic
opportunities such as fishing, energy extraction, and transportation.' In
2010, NATO’s Supreme Allied Commander for Europe, US Admiral James
Stavridis, cautioned that the struggle for Arctic resources could ignite a
new “cold war” in the region.? Other commentators have downplayed the
threat of conflict and the risk of militarization by emphasizing that security
enhancements since 2007 constitute logical and peaceful preparations for
a more navigable Arctic.?

The competing narratives have come about largely as a result of Russia’s
erratic Arctic policies following the 2007 ice melt. Belligerent rhetoric by
Putin and other Russian officials contrasted with conciliatory moves at
the bilateral level and in the multilateral forum of the eight-member Arctic
Council. To some extent, this pattern continues as evidenced by Vladimir
Putin’s comments to the Russian Defense Ministry Board in February 2013
in which he accused the West of methodical attempts to alter the strategic
balance and warned of a militarized Arctic.* In spite of such rhetoric, in
the past two years the Kremlin has issued a wealth of policy statements,
investment decisions, and military commitments related to the Arctic,



LINCOLN EDSON FLAKE | RUSSIA'S SECURITY INTENTIONS IN A MELTING ARCTIC

providing ample data to separate bluster from intent. Russia’s security
intentions are no longer shrouded in secrecy or obscured in mix messages.

This article addresses the question of Russia’s military objectives in the
Arctic in order to gauge not only the likelihood of a regional arms race but
also to draw broader conclusions concerning the trajectory of Moscow’s
security policy in the Arctic.

Contextualization
Before evaluating recent developments, it is necessary to put Russian
military advances in the Arctic since 2007 into perspective. At first glance,
Russian activity appears disconcerting. In August 2007, Russia resumed
strategic bomber flights by Long Range Aviation assets over the Arctic after
a 15-year respite. This was followed by a decision to form two specialized
Arctic brigades, and more recently to base MiG-31 long-range interceptors
at Rogachyovo Air Base, near Belushya Guba on the Novaya Zemlya
archipelago. In February 2013, the Northern Fleet’s Naval Aviation began
flying patrol missions on a permanent basis in the Arctic latitudes of the
northern ice ocean. In addition to ambitious ship modernization plans,
including deployment of Borei-class submarines and a French-built Mistral
class amphibious assault ship, the Fleet will expand the zone of combat
patrols of strategic submarines in the Arctic beginning in 2014.° Recently,
in September 2013, Vladimir Putin announced plans to reopen Soviet-era
military bases in the Arctic.®

Notwithstanding the flurry of announcements related to the Arctic
in recent years, when these security moves are viewed through various
contexts, they appear much less ominous. First, contemporary activities
need to be judged against historical patterns of fluctuating military
readiness and capabilities in the Arctic. Prior to World War II, the Arctic had
very little strategic military utility, with Czarist, and then Soviet planners
only gradually gaining an appreciation for the security opportunities and
threats the Arctic presented. The Soviets established the Northern Flotilla
in 1933, upgrading it to fleet status in 1937, but maintained a faint military
footprint in the immediate post-World War II period.” It was not until the
nuclear arms race that the region became a priority in military planning,
as Soviet submarines roamed the Arctic under cover of ice as a virtually
unassailable strategic force. Consequently, the late Soviet-era witnessed an
enormous shift of capacity to the Northern Fleet, with bases operating out
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of the Murmansk-Kola area. The fleet surpassed the Baltic and Black Sea
Fleets, and by 1981, 57 percent of all Soviet submarines and 52 percent of its
strategic submarines were stationed in the North.® By 1988, the strike power
of Northern Fleet strategic and attack submarines was estimated to be
greater than the other three fleets combined.’ Similar increases in aviation,
non-strategic naval capacity, and surveillance competency occurred from
the 1960s to the mid 1980s along the Soviet Arctic coastline.

In the 1990s, the pendulum swung back dramatically as a result of
the collapse of the Soviet Union, which left “Russia’s massive Arctic
military infrastructure to decay and rot.”!° Capabilities in radar coverage,
aviation, and naval patrol were gutted. The situation on the ground did
not change noticeably with the departure of Boris Yeltsin and the arrival of
Vladimir Putin in 1999. From 1993 to 2003, the Air Force did not receive a
single strategic bomber and only received three between 2004 and 2009."
Katarzyna Zysk points out that as late as 2006, capacity was still being
drained from the Arctic for the sake of more urgent strategic problems, as
evidenced in the disbandment of the Vorkuta-based Independent Arctic
Border Detachment and the transfer of its human and material resources
to the North Caucasus region." The atrophy of the Soviet military presence
during the 1990s and early 2000s acted to essentially demilitarize the region.
A comparison of the fleet’s order of battle in 1986 and 2013 illustrates the
extent of the deterioration (table 1)."

Table 1. Northern Fleet Order of Battle, 1986 and 2013

Surface Vessels Submarines Naval Aviation
1986 100 170 400
2013 41 43 119
Combat ready 12-29 8 57

Notwithstanding recent moves, the Northern Fleet remains a shell of its
Soviet strength. A 2013 Russian analysis of the Northern Fleet capabilities
surmised that the fleet is only 25-30 percent capable of supporting Russia’s
peacetime obligations and could only assemble a surface strike group
of two or three small missile ships in the event of combat with enemy
surface forces in the littoral zone." The current state of Russia’s military
infrastructure and radar monitoring of its Arctic coastline is not much
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better. Contemporary improvements to the Northern Fleet, therefore,
commenced from a very dismal starting point. Even if all ambitious targets
are met, which is highly improbable in light of post-Soviet precedents and
current budgetary constraints, the outcome would likely be to merely arrest
the further deterioration of capabilities.

Second, when Russia’s security moves in the Arctic are placed in the
context of the nation’s larger trend to reform and modernize its armed
forces, they appear less grandiose. In 2008, Russia embarked on one of
the most ambitious military reforms, reorganization, and equipment
modernization programs in its history, in which the Arctic is but one
component. The plans call for more than 20 trillion rubles ($650 billion)
by 2020 to completely overhaul its military hardware so that “by 2015, the
proportion of the new generation of weapons should be 30 percent, and
by 2020 reach 70-100 percent.”™ In contrast to other post-Soviet efforts,
the current program has considerable political will behind it as evidenced
by overall military spending in 2012 increasing by 24 percent —a jump of
nearly $90 billion or 113 percent from 2003 military expenditures.' Military
spending is envisioned to jump 18 percent in 2014 and 60 percent from
2014-2016. The defense budget portion of the Russian GDP is envisioned
to grow from 3.1 percent in 2012 to 3.9 percent in 2016.

The impact of this reform program on the Arctic has been surprisingly
subtle. Reorganizations and increased training tempo in the Arctic have
occurred in line with overall efforts in the Russian military since 2008,
and the nominal improvement in Russia’s Arctic military footprint is
largely proportional to the overall increase in military spending in recent
years. However, by some measurements, the Northern Fleet has actually
trailed the other fleets. For instance, the overall tonnage of the Russian
fleet dropped from its 1990 peak of 2.6 million tons (Mt) to 1 Mt by 2008,
before increasing slightly to 1.07 Mt by 2012. Correspondingly, the number
of vessels dropped from 406 to a low of 119, and by 2012 only recovered to
131."7 Yet the Northern Fleet tonnage continued to drop from 2008 to 2012
from 583,000 to 545,000 tons as well as its ship total.'® In addition, the
Northern Fleet suffers from the same missed deadlines and inefficiencies
as the other fleets, which hamper modernization efforts. In a meeting on
July 29, 2013 on state orders for the navy, Vladimir Putin admitted that
State Armament Program-2020 (SAP-2020) objectives would not be met as
ships set for commission after 2015 have to be determined by SAP-2025."
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Despite discussion of a strategic re-orientation to the Arctic in some
Russian security circles, the Northern strategic direction does not appear
to be receiving significantly more attention at present than the other three
strategic directions. While Russia’s first two next-generation ballistic
missile submarines, the Yury Dolgoruky and Alexander Nevsky, were
recently given to the Northern Fleet instead of the Pacific Fleet as originally
planned, the first two French-built Mistral-class amphibious assault ships
will be sent to the Pacific Fleet. Furthermore, it is important to consider
that the modernization that is occurring is not a harbinger of malevolent
Arctic intent. The mission of the Northern Fleet, particularly during the
Soviet era, was not exclusively tied to achieving naval superiority in the
Arctic, but rather with maintaining unobstructed access to the Atlantic and
viable nuclear deterrence. The prospect of seasonally ice-free Arctic waters
will undoubtedly result in a more Arctic-centric mission for the Fleet, but
the potential for Arctic conflict is unlikely to be affected as a result of the
moderate improvements envisaged for the Northern Fleet.

Finally, Russia’s moves appear less exceptional when placed in the
context of overall circumpolar security upgrades. Russia’s Arctic neighbors
are also augmenting their security presence in the Arctic as a result of
climate change exposing their once inaccessible coastlines to human
activity. While these improvements occur in tandem with Russian force
upgrades, there is little evidence that they are occurring because of Russian
decision making. Canada has announced plans to launch a new fleet of
up to eight Arctic off-shore patrol ships and establish an Arctic training
base in Resolute Bay and a deep-water berthing and refueling facility at
Nanisivik. It also intends to create a 500-strong army unit comprising
four companies of 120 troops apiece for Far North operations, and hold
its largest-ever military exercise in the region.? Norway and Denmark have
followed suit with their own realignments and equipment upgrades. Even
so, in 2012, Frederic Lasserre et al. conducted a quantitative analysis of
the Arctic coastal states’ navies and concluded that “the overall picture of
Arctic military evolution is one of limited modernization, limited increases

or change in equipment.”*

Clarity of Strategic Goals
With these perspectives as a backdrop, the military aspects of Russia’s
Arctic strategy can be better appreciated. Fortunately, the fog around
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Russian security intentions in the Arctic has gradually lifted in recent
years. The nationalist messaging and provocative gestures that permeated
Russia’s Arctic policy during Putin’s second presidential term (2004-2008)
have given way to a more thoughtful approach. Gestures such as the
resumption of strategic bomber flights from the 37th Air Army, which
were likely motivated by non-strategic rationale, have lost utility. For
instance, the formation of the two Arctic specific brigades as well as the
redeployment of an aviation group of MiG-31 interceptors to the Soviet-
built Rogachevo airfield have recently both been pushed back, with the
initial announcements labeled as “politically-motivated” and detached
from real needs by Russian media.?> More recent activity has had less to do
with international optics and much more to do with supporting strategic
goals.

Climate change, and in particularly the realization that its long Arctic
coastline could be fully exposed to ice-free summers, appears to be the
primary driver of change in Kremlin policy. Russian activities, in the
security, economic, political, and legal realms, have increased in unison
with reduction in sea ice. Strategy documents as well as official rhetoric
since 2007 have been infused with an explicit sense of urgency linked to
the ice melt. This stands in contrast to the 1990s and early 2000s when
the climate change factor was only tangentially addressed in official
political discourse related to the Arctic. The growing prospect of ice-free
conditions has focused Moscow’s attention. Apart from the drastic seasonal
reduction in sea ice cover, the ice that remains is mostly younger, thinner
ice sufficiently porous to allow penetration by sunlight, thus “further
accelerating the melting of the entire sea ice area.”

Moscow’s preoccupation with the Arctic is understandable as the region
is much more significant for Russia’s present and future economic vitality
thanitis for any other Arctic nation. The Arctic accounts for approximately
20 percent of Russia’s GDP and 22 percent of total Russian exports. Over
90 percent of its nickel and cobalt, 60 percent of its copper, and 96 percent
of its platinoids come from Arctic mines. The melting ice exposes the vast
amount of hydrocarbon wealth of the Arctic basin. According to figures
published by the Institute of Oil and Gas Problems, Russia will be pumping
up to 30 million tons of oil and 130 billion m3 of natural gas out of its
Arctic shelf by 2030.% In addition to hydrocarbon wealth, the Arctic offers
lucrative transportation routes. The Northern Sea Route (NSR) extends
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across the Arctic Ocean seas (Kara, Laptev, East Siberian, and Chukchi)
off the Russian Arctic coast and is the shortest route from Europe to the
Far East. Furthermore, receding ice exposes Russia’s largely unmanned
and unmonitored 17,500 kilometer coastline to piracy, illegal fishing, and
smuggling.

The shift away from nationalist-tinged talk of militarization toward a
more practical emphasis on preparing for increased human and economic
activity in the Arctic is best illustrated by comparing the 2000 National
Security Concept, 2001 Maritime Doctrine, and 2001 Basics of State Policy of
the Russian Federation in the Arctic Region with the 2008 Fundamentals of
State Policy of the Russian Federation in the Arctic in the Period up to 2020 and
Beyond and the 2009 National Security Strategy. The content and tone of
the documents are distinctly different. The former documents contained
abrasive rhetoric focused on activities linked to Russia’s military security,
Cold War concepts of strategic balance, NATO rivalry, and zero sum
competition in the Arctic. The 2001 Arctic Policy paper maintained that
“all types of activity in the Arctic are tied to the interests of defense and
security to the maximum degree.” In contrast, the latter two focused on
the prevention of smuggling, terrorism, and illegal immigration through
enhanced constabulary competence. Their content centered primarily
on increased human activity and resulting economic development and
avoided suggesting that Russia harbors ambitions to re-militarize the
Arctic region.” Indeed, military security is not mentioned among the
urgent priorities in stark contrast to the 2001 Arctic strategy in which
military strength pervaded. * Instead, emphasis is placed on preparing
the Arctic to be a “national strategic resource base” and the NSR to be
an “international maritime navigation [passage] within the jurisdiction
of Russian Federation.” The differences between the two sets of strategy
papers are also found in their applications. While the former papers had
little practical bearing on security developments in the ensuing seven years
as ambition did not translate into capability, the 2008 Arctic Strategy has
been a fairly reliable blueprint for Russia’s Arctic policies to date.

Enhancement of border security infrastructure, not military capability,
has been the focus of Russian attention since the release of the 2008 Arctic
Strategy. Particular emphasis is placed on coordination of effort across
multiple federal entities, with the Federal Security Service (FSB) and
its border guard branch taking the lead and with Northern Fleet units
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in a subordinate role. In 2009, Moscow re-established units within the
Arkhangelsk and Murmansk border guard to patrol the NSR in step with
the 2008 Arctic Strategy plan for a comprehensive Arctic coastal defense
infrastructure by 2020. A number of “dual use” facilities in the Arctic
are being constructed to host commercial craft as well as vessels of both
the Northern Fleet and the FSB’s border service.? Eleven facilities will
be deployed in the Arctic before 2020, and will be co-located with new
“emergency-rescue centers” currently being built across northern Russia at
Murmansk, Archangelsk, Naryan-Mar, Vorkuta, Nadym, Dudinka, Tiksi,
Pevek, Provideniya, and Andyr.* In late 2013, Russia announced that these
sites, as well as several other former Soviet military bases in the Arctic, will
have their airfields reconstructed as part of a larger military infrastructure
renewal program in the Arctic.

This infrastructure enhancement aligns with plans to deploy a
combined-arms force by 2020 that will include military, border, and
coastal guard units to protect Russia’s economic and political interests
in the Arctic.?® Plans also call for the expansion of aerial and satellite
border monitoring capabilities, centered primarily on the perennially-
delayed Arktika space surveillance system, which when fully complete,
will comprise four meteorological, communication, and radar satellites.”
Expansion of the FSB’s unmanned aerial vehicles and new ice-class patrol
boats are also in development.*® While these plans will likely encounter
delays and budget difficulties as is common in Russia, there can be little
doubt that Moscow is genuinely interested in an integrated approach to
protecting what Russian academics increasingly refer to as the Arctic Zone
of Russia (AZR).

Russian Arctic Interests after the Ice

While Russia’s operational commitments have become increasingly
clear of late, its motives remain more obscure. Some insist recent moves
reveal designs “not on a military confrontation with Arctic riparian
countries, but on control of illegal trafficking, terrorism, poaching, and
environmental threats.”* Yet ascribing only benign motives to Russia’s
security machinations in the Arctic may be too unassuming. After all,
Russian officials routinely state that security advances are needed to protect
against future foreign designs on Russian interests in the Arctic. In July
2013, outspoken nationalist and Deputy Prime Minister Dmitry Rogozin
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listed the Arctic as one of five possible conflict scenarios in Russia’s future,
but did not mention the source of future tensions.*? This type of rhetoric
and the substantial efforts currently being exerted to enhance constabulary
capabilities are unlikely motivated exclusively by the prospects of piracy
or illegal fishing.

The moves are also unlikely to be tied to many other circumpolar
disputes which affect, to some degree, Russian interests. Take for instance
the issue of access to the emerging fishing stocks in the Arctic. Recent
developments suggest that the matter has little bearing on Russia’s security
posture. Russia already has exclusive and undisputed rights to all living
organisms in the water column to 200 nautical miles (337 km) of its
shoreline. Furthermore, the dispute concerning fishing in the international
waters in the Central Arctic region is on course for resolution. In early 2013,
Russia moved its objection to circumpolar negotiations on the issue. These
negotiations are ongoing and promising. Similarly, Russia’s maritime
territorial issues have either been resolved, as with the Barents Sea deal
with Norway in 2010, or they have entered a permanent dormant state, as
in the case of the maritime boundary with the US in the Bering Sea.

The issue most cited by Russian nationalists to justify enhanced security
presence is the threat of foreign claims on Russia’s Arctic energy reserves.
Yet such a scenario seems highly improbable. As with fishing, Russia has
undisputed claim to all seabed resources in its immense Arctic economic
exclusion zone (EEZ). Indeed, by some accounts, 80-95 percent of the
potential resources are found in undisputed jurisdiction, with Russia’s EEZ
accounting for the 80 percent of the region’s natural gas.* The international
order would have to become quite anarchic for Russia’s rights to these
reserves to be seriously threatened. Nationalists, such as Rogozin, may
have in mind perceived rights to the disputed seabed of the Central Arctic
Region, but even on that subject, conflict is becoming increasingly remote.
First, there is not much to fight over. Pavel Baev notes, “The top of the
globe does not promise much in the way of oil and gas, even if the entire
icecap were to melt. Extracting oil from the [Central Arctic Region] is not
possible since there is no oil to extract.”** Second, Moscow’s commitment
to work within UN procedures has been unequivocal, and most recently
enshrined in the Arctic Council’s 2008 [lulissat Declaration in which all the
Arctic states agreed to “the orderly settlement of any possible overlapping
claims.”* Finally, Russia’s concessions to Norway in the 2010 Barents Sea
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maritime agreement, recent conciliatory comments by Putin on the issue,
and the simple fact that the vast majority of seabed claims do not overlap
but at the North Pole, further suggests the issue is unlikely to escalate.

Defending the Northern Sea Route

The dispute that appears most associated with Russian activity since 2008
involves maritime jurisdiction over the 3,000 nautical mile-long (5,560 km)
Northern Sea Route (NSR). Even as Russia has become more constructive
and predicable on other disputes, it has continued to pursue a unilateral
approach on the issue of navigation. Disagreement over the contested
waterways off Russia’s Arctic coastline lacks a clear path to resolution.
The route cuts 40 percent off sailing times between Asia and Europe and
is an attractive transport corridor for Asian exporting nations and sea
line of communication (SLOC) for the world’s navies. Yet Russia claims
extra-jurisdictional control over two geographical domains in the Arctic:
straits and the EEZ. Starting closer to the shoreline, Moscow insists that
all key straits along the NSR are internal waters and therefore exempt from
innocent passage regime. National legislation to this effect was codified
by the Soviets in 1985 and endorsed by the present regime. Extending
further out, Russia also asserts the privileges to regulate traffic in its 200
nautical mile EEZ, which would typically be considered high seas and
outside the purview of coastal states’ national legislations. It cites Article
234 of the 1982 UN Convention of the Law of the Sea (UNCLOS) which
grants extra-jurisdictional rights to coastal states in ice-covered waters “for
the prevention, reduction and control of marine pollution from vessels in
ice-covered areas within the limits of the exclusive economic zone.”* Both
assertions rest on controversial readings of international law, with many
nations, including the US, holding opposing opinions.

Taken together, these claims require foreign vessels to receive Moscow’s
permission and comply with burdensome and costly regulations including
pilotage and ice-breaker escort, as well as specific design, equipment, and
manning standards.’” The impetus behind recent activity in the Arctic
appears to be concerns over navigational rights. Russia recently moved
to reaffirm these requirements in a new federal law, adopted on July 3,
2012, which defined the NSR as: “the water area adjacent to the Northern
coast of the Russian Federation, comprising the internal sea waters, the
territorial sea, the adjacent zone and the exclusive economic zone of the
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Russian Federation and confined in the East with the Line of Maritime
Demarcation with the United States of America.”*® On January 17, 2013,
the Ministry of Transportissued the first updated rules on NSR regulations
since 1990 and a new NSR administrative body was established shortly
thereafter to oversee the rules.* Of particular note among the changes
from the previous iteration of NSR laws issued in the early 1990s is the
expanding geographic understanding of the NSR in Russian thought from
anumber of sea routes to its entire Arctic EEZ, encompassing nearly a fifth
of the Arctic Ocean. The timing of legislative and regulatory moves with
plans to enhance border patrol suggests a degree of policy synchronization.
Another factor suggesting Russia’s Arctic military posture is increasingly
centered on the NSR, is the fact that the ice melt will have a greater impact
on this dispute than any other precisely because climate change drastically
affects the legal foundation of navigational claims. Greater accessibility
to Arctic energy may peak coastal states’ interests to acquire seabed
access, but it does nothing to alter the well-established and respected
laws, procedures, and mediating process. Yet concerning navigation, ice
reduction undermines Russia’s Article 234 argument that rests on the
presence of ice to justify control. Reduction in sea ice in 2007, and again
in 2012, portends a more navigable Arctic Ocean in the coming decades
and with it, potential challenges to Russia’s draconian regulations.
Indeed, Russian fears have been somewhat validated during the 2013
shipping season. With more favorable ice conditions, applications for
NSR sailing permits have risen from a handful a few years ago to over
400in 2013. Moscow is pleased with this development but has also had its
regulatory regime challenged for the first time in nearly 20 years. In August,
the Greenpeace icebreaker, Arctic Sunrise, was denied permission to sail
the NSR three times, before proceeding without approval into the Kara
Sea.” A day after entering Russia’s Arctic EEZ, the vessel was boarded by
aRussian coast guard vessel and forced to retreat out of “Russian waters.”
Itis noteworthy that Russia rejected Greenpeace’s request for transit three
times on technicalities as the non-discriminatory clause of Article 234
prohibits Russia from refusing entry for arbitrary reasons, such as Arctic
Sunrise ‘s stated purpose to protest Russia’s energy exploration efforts in
the Arctic. The incident is reminiscent of the Soviet maritime stand-off
with US Coast Guard vessels attempting to traverse the NSR in the 1960s.
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Both episodes, along with the tone of Russia’s historic and contemporary
polices on navigation along its Arctic coastline, undermine optimistic
assessments. Forinstance, Michael Becker’s 2010 assessment that the issue
of NSR access will likely be resolved by negotiations and not escalate “if
the ultimate interest is safe and clean commercial shipping,”* appears to
be based on dubious appraisal of Russian interests. He cited Professor
James Kraska of the US Naval War College 2007 upbeat assessment of the
Northwest Passage navigation dispute. Kraska’s line of reasoning may be
suitable for Canada, where environmental protection concerns are likely
at the forefront, but Russian motives are more intertwined with a desire
to control a geo-strategic space it considers exclusively Russian.

NATO Exclusion Zone

Moscow’s anxiety is not restricted solely to environmentalists, but also to
foreign military vessels. Moscow’s objections to Western intrusion into its
Arctic sector stretch back to the 1960s and a series of mini naval standoffs
with US Coast Guard vessels seeking to circumnavigate the Arctic. Russia
is concerned that a more navigable Arctic will attract NATO warships to the
Arctic Basin, as well as naval vessels of any flag into its EEZ. Since 2009,
Kremlin officials have been outspoken in opposing NATO in the Arctic.
In 2009, Russian Foreign Minister Sergei Lavrov rejected the presence
of outside “military-political alliances” in the region, while Chief of the
General Staff Nikolai Makarov warned a NATO audience in Iceland that
the presence of Alliance warships in the Arctic would necessitate changes
to Russian defense planning.*> At the June 2013 Barents Summit in Norway,
Russia’s Prime Minister Dmitry Medvedev warned:

Any expansion of NATO to include Sweden and Finland
would upset the balance of power and force Russia to re-
spond... In the 1990s after the dissolution of the Warsaw
Pact Organization NATO openly broke its promise not to
spread military infrastructure closer to Russia’s borders.
Today independent experts are concerned that NATO may
use emergency and disaster preparedness measures to cover
its indirect attempts to militarize the Arctic.*

Medvedev’s decision to link the Arctic with Russia’s feeling of
being wronged in the former Soviet space is especially intriguing, as
Kremlin policymakers likely view both regions in similar terms. Russia’s
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preoccupation with peripheral buffer zones goes back centuries, with the
post-Soviet struggle for influence in its self-proclaimed “near abroad” being
the most recent manifestation. In 2006, Russian military commentator
O. Litkova went so far as to argue that “the Arctic could significantly
compensate Russia for the losses she suffered as a result of the collapse of
the USSR.”* The Arctic, like the near abroad, is viewed in terms of sectorial
divisions in which Russia believes that history and geography afford it
exclusive right of influence. In the case of the Arctic, this belief stretches
back at least to the Soviet’s 1926 decree in which all territories within the
extreme meridians of Russia’s eastern and western borders running to the
North Pole were claimed as Russian.

Russia fears that the ice melt will do to the Arctic what the fall of
communism did in Eastern Europe, that is, usher in a period of NATO
encroachment into their traditional space. In 2011, two leading academic
voices in Russia opined:

Officials and experts agree that NATO continues on a course
toward enhancing its activity in the Arctic. What conse-
quence will this have on Russia? In all aspects —negative....
With regard to the fierce competition for Arctic resources,
NATO will squeeze Russia out, just as it squeezes Russia in
other regions of Europe in the sphere of security. It is obvi-
ous that the USA, which is not party to [UNCLOS] will use
NATO to strengthen its position in the region.... Therefore,
Russia should prepare for a difficult and long battle for the
settling of its interest and legal rights.**

Conclusion

Russia’s preparations are ongoing and clearly have a military component.
Even so, Russia is not prioritizing the Arctic in its defense planning. It
appears more concerned with the legal ramifications of the changing Arctic
environment than with grand strategic questions of nuclear deterrence and
naval force parity in the region. Consequently, security measures in the
Arctic will remain closely tied to supporting specific national interests as
outlined in strategy documents, most notably control over surface traffic
in Russia’s Arctic waters. The changing remit of the Northern Fleet is
meant to augment efforts in other spheres, such as the modernization of
maritime legislations and regulations, with the ultimate goal of establishing
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irreversible precedent of control in anticipation of greater Arctic surface
traffic. This highly nuanced security machination has been overshadowed
by the more spectacular, yet less strategically significant, acts of military
bluster in the Arctic since 2007.

Russia’s course of action defies the competing narratives presented
in the introduction of either an alarming return to Soviet-era Arctic
militarization or a measured and rational response to climate change.
Moscow’s designs are neither entirely benign nor entirely belligerent.
While moderate improvements to naval capability are occurring, current
developments do notamount to a reconstitution of anything approaching
Soviet-era strength. Military spending in the Arctic has suffered and
benefited from the same economic swings of boom and bust that has
affected the readiness of the rest of Russia’s armed forces since 1991. Even
with the altering deployment characteristic of the Arctic Ocean, thereis no
indication that this correlation will change or that Russia harbors malicious
intent in the region.

At the same time, the Kremlin’s perception that the region falls
within its sphere of influence remains at odds with Western perception.
Subsequently, Russia’s cooperative attitude of late in the Arctic should not
be extrapolated to all circumpolar disputes. When it comes to navigational
rights, Russia’s interests are not aligned with those of most Western
nations. The divide between the two sides will only widen as a result of
climate change. If Western nations and NATO are counting on Russia’s
obsession over its Arctic waters to fade away with the ice, they are likely
to be disappointed.
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